" July 2013

fs viewpoint

02

Point of view

14

Competitive
intelligence

www.pwc.com/fsi

17 20 27 31
A deeper dive into the A framework
benefits of cloud for response How PwC can help Appendix

Clouds in the forecast
Cloud—a necessary
component of data center
consolidation and IT agility

et M




|
Point of view




Following a hailstorm Of Today’s institutions are facing dual pressures: to consolidate their data centers

o e . and to increase business agility.
M&A activity, financial S

instituti . In the wake of the 2008 financial collapse, financial institutions participated in significant
ln‘? } utions aref acmg. a mergers, acquisitions, and divestitures. Although the pace of these activities has slowed
critical need to consolidate considerably, the overlapping mix of data center assets left behind must now be consolidated into

their data centers. At the a cohesive whole.

same time, IT agility has Furthermore, as the business environment continues to change, financial institutions are feeling
Py pressured to innovate to a higher standard—and to do so more frequently and across new

flls o become crlt}cally platforms. The following factors are driving the need for business agility at financial institutions:

important, particularly

in institutions that are
under intense pressure to
transform their technology.

* Accelerated product rollouts driven by channel innovation.
* Rapidly changing product portfolios.

* Aggressive time-to-market objectives.

Unprecedented innovation in user interfaces and end-user platforms (e.g., tablets).
* Complex regulatory requirements.

* Alignment of IT strategies and goals with the overall goals of the business.

Business

Cloud transformation begins at the infrastructure level and leads
to more agile applications, resulting in faster speed to market and

- more flexibility to meet client needs.
Applications ] S ]
The key benefits, beyond consolidation, include standardized

application and development environments, resulting in better
controlled and more efficient application lifecycles.
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In the past few years, cloud Cloud computing is a model for enabling convenient, on-

h b . inel demand access to a shared pool of configurable computing
as veen increasingty resources. It requires little provisioning while delivering

adopted among financial rapid results.
institutions. As we see We spotted an interesting trend regarding cloud in the financial
it, the resulting cloud services industry:

environment has the 0
potential to propel IT agility 7 1 /0
to new heights and fulfill
the role of technology as a

strategic enabler.

of financial services respondents say they will
invest more in cloud this year—up from 18% in the
previous year.!

By adopting a private cloud,
institutions can address
their data consolidation

needs, which will in turn
boost IT agility.

1 PwC, “Digital 1Q Snapshot: Cloud,” March 2013, www.pwc.com.
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Leading financial
institutions are sending
applications and services
to the cloud as a means
of meeting the challenges
related to consolidating
their data center.

We have observed leading
financial institutions leveraging
the cloud to accelerate their data-
consolidation efforts:

As early as 2007, a leading capital markets
institution built a virtualized computing
environment for its development activities,
enabling the creation of 30-day temporary
virtual machines (VM) for testing purposes

in fully automated fashion. This enabled the
creation of a VM in minutes and the institution
adjusted its chargeback and asset tracking
mechanisms to support this new capability.

In 2011, a Spanish bank engaged in the
consolidation of its international operations in
a single data center on a private cloud platform,
thereby creating a scalable and efficient
platform to support business growth.

In 2011, a US-based global insurance
carrier with more than 15 business units
across several continents engaged in the
consolidation of its global infrastructure

into fewer data centers. A private cloud
infrastructure was chosen from the inception of
the project to standardize the infrastructures,
improve resiliency and availability, and
facilitate the continued policy of acquisitions
while keeping tenants segregated from a
security and operations standpoint.

Typically, data center consolidation
only impacts the IT function. The
addition of a private cloud, with

the increased agility it brings,
expands the scope to include business
transformation. When a cloud
program is implemented, interactions
are fundamentally changed among
business operations, application
owners and developers, and IT
infrastructure. Thus, it is critical

for the business case to clearly lay
out the transformation path and for
the program team to take a holistic
approach to leading the multi-year
journey, bringing the appropriate
stakeholders on board.

Point of view
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Leading financial
institutions also view

the cloud as a means of
increasing organizational
agility and of growing their
global footprint.
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These forward-looking institutions view
cloud technology as a way to provide the
business with the agile infrastructure it
requires to deliver consistent service to
internal and external customers around
the globe. Using cloud technology,
leading institutions are:

Adapting quickly when entering new
markets. Cloud presents an opportunity
for a business to standardize its systems
globally and to simplify the overall
enterprise architecture. Having a common
infrastructure already in place worldwide
enables an institution to serve customers
more efficiently and effectively.

Improving IT service to the business
units—which, in turn, enables the
business units to better serve their
external customers. As a result, the
business units and IT are well positioned to
work together as partners to carry out the
organization’s strategy.

Improving the consistency of service
to internal and external customers
worldwide, leading to greater
customer satisfaction and loyalty
over the long term. This, in turn, can
foster international growth, improve
competitive positioning, and ultimately
deliver bottom-line results.

Is migrating to the cloud more than
just a cost play?

In the mid-2000s, financial
institutions claimed the cost savings
related to adopting virtualization.
But today the short-term benefits

of deploying a private cloud
infrastructure are more about
agility and faster time to market
than about additional cost savings.
In the longer term, institutions

will also benefit from the increased
efficiency and lower support costs
associated with having a standardized
IT infrastructure.




Today’s institutions are
recognizing the importance
of aligning their business
and IT strategy levers to
improve the return on their
cloud investment.

Business strategy benefits
Products, channels, and customers:

* Accelerated product development, multiple
channels supported, and enhanced ability to
meet customer needs.

* Business objectives more likely to be achieved
(e.g., product innovation, operational
excellence, customer intimacy).

* Depending on the focus of the institution’s
business case, potential benefits such as
long-term savings from virtualization,
consolidation of virtual environments,
increased efficiency, and scalability.

Risk and regulation:

e Security management enhanced to meet
regulatory and business requirements;
appropriate segregation of tenants and
segregation of administrator duties enabled.

* Regulatory and compliance requirements,
including standards and controls, adapted for
consistency with the target environment.

IT strategy benefits
Business information:

* Enterprise-wide business information
model— providing guidance and data
management standards for the organization’s
data repositories, information sources,
and client records—better supported by
integration of the cloud initiative.

Technology solutions:

* Ongoing revision of target architecture as
the cloud program evolves equals ongoing
alignment with business drivers.

* Early confirmation of IT infrastructure
readiness establishes success of migration.

* Overall program supported from inception
onward by enlisting vendors of key
technologies as partners.

IT operating model:

* Clear roadmap facilitates a smooth transition
from the old operating model to one that
has been transformed by the introduction of
cloud capabilities.

* Established governance of cloud initiative
and day-to-day operations enables
simultaneous management of both, as
well as enhanced ability to prioritize and
resolve conflicts.
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Implementing a private cloud
has many benefits. From

a high-level perspective,

the private cloud increases
infrastructure flexibility,
complementing the benefit
of scale provided by data
center consolidation.
Looking one level higher, the
benefits create an even more
compelling case for change.

Cloud enables financial institutions to:

Deploying a private cloud increases the agility of institutions that are
consolidating their data centers. A private cloud standardizes infrastructure,
enables the automated global delivery of a consistent level of service, and
provides on-demand access to data.

As the majority of applications moves to the cloud, financial services institutions have an
opportunity to lead the way by creating a completely cloud-ready environment. As the cloud
market continues to grow, these businesses will have a competitive advantage over those with
outdated environments.

Data center consolidation provides the opportunity to extend the benefits of cloud technologies
and solutions to the entire infrastructure and to make them a standard component of the
overall architecture.

Accelerate time to market.

* Immediate access to computing
and storage resources.

* Rapid provisioning of virtual
servers to keep pace with
changing workloads.

* Greater ability to resolve
challenges and improve
service consistency.
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Innovate with the business.

e IT barriers to innovation lowered.

¢ Alignment of flexible IT
infrastructure with changing
business demands.

* More agile and reliable
technology management.

Respond rapidly to changes
in demand.

Use IT assets more efficiently.

* Resources pooled to create
system efficiencies.

* Ability to scale services up or
down based on group demands.

* Pay-per-use based on demand cycle.

* Automated scaling driven by
pre-defined service-level
agreements (SLAs).

¢ Adopters of private cloud
significantly improved asset
utilization, while adopters of public
clouds turned capital expenses into
operating expenses.




Looking ahead, we believe Cloud infrastructure technologies

h ") X loud provide a model for enabling When is the public cloud used in
t .at the private ciou convenient, on-demand network financial services?
will become the standard access to a shared pool of configurable
infrastructure in the computing resources. The cloud While utilizing a public cloud is
. requires few provisions while becoming more common at financial
industry and a catqu St.f OT'  delivering rapid results. institutions, we have observed
p latform standardization. Cloud technologies can be implemented in that its use is limited mostly to key
In our view, private cloud seve]r)al ways—fpl;lbllilc, priv}a:teE orh a Illlyb(rlgl applications. These applications
: : combination of both—each of which addresses include email services, certain voice
tech tgology s qn op tion specific challenges. Among these options, we capabilities, as well as software as a
that is well suited to the have seen that a private cloud provides financial service (SaaS) offerings that have long
financial services industry.  nstitutions with more of an opportunity to been adopted by the financial services
achieve agility while limiting risk. \
industry and are now further enabled
A private cloud leverages internal IT assets by a public cloud.

with embedded user-access controls to offer
compute and storage solutions to internal
tenants. It can be customized for the specific
organization it supports and still be managed
by in-house staff. Requiring capital investment

In our view, the public cloud will be of
greater interest to very large players in
the industry when it has reached such

upfront, a private cloud can address regulatory scale and maturity that information

constraints—especially around data privacy— can be stored outside the organization
0 and may be financially competitive for larger and managed as if it were inside.
0 of financial financial institutions.
services institutions surveyed A public cloud leverages sgrvices frorp one
1 . . . or more external cloud providers. Applications
plan to invest in private are either deployed into the cloud or provided
cloud technolo gy. ! by the third-party provider. The public

cloud overcomes the barrier of initial capital
investments; however, the public cloud cannot
be customized to the institution itself and is
shared by unrelated tenants.

1 PwC, “Digital 1Q Snapshot: Cloud,” March 2013, www.pwc.com.
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Leveraging the private
cloud for data center
consolidation also serves
as a catalyst to improve
security, since security
measures cannot be added
as an afterthought when
implementing the cloud.

1 PwC, “Eye of the Storm: Key Findings from the 2012
Global Information Security Survey®,” September 2011,
Www.pwc.com/security.

2 PwC, “Changing the game: Key findings from The Global State of
Information Security® Survey 2013,” September 2012,
WWWw.pwc.com/security.

10 FS Viewpoint

Security is a key up-front consideration
when moving to a private cloud.

By its very nature, the private cloud forces

IT organizations to consider security at the
very foundation of the strategic planning and
implementation of the data center.

Applications that traditionally sat on separate
servers are commingled on the cloud, which
requires security controls to be clearly defined.

This, in turn, forces security specialists to be
more involved with infrastructure from the first
architecture/design working session, making it
imperative for groups that formerly worked in
silos to collaborate going forward.

Recognizing this, institutions are increasingly
focusing on security issues. However, financial
services institutions are struggling to keep pace
with the adoption of cloud computing. Only
28% of financial organizations surveyed have a
cloud security strategy in place.?

4 0 % of all financial

services respondents report
that their organization uses
cloud services—and nearly
half (48%) of those say the
cloud has improved their
information security.!

As it relates to security, financial
institutions are struggling to
keep pace with the adoption of
cloud computing.

Only
2 8 % of financial

organizations surveyed have a
cloud security strategy in place.?



When an institution
strategically implements a
private cloud solution, that
solution can help to achieve
the overall objectives of the
organization—not just its
IT goals.

1 PwC, “Rebooting your IT strategy: Using IT to accelerate your
business,” April 2011, www.pwc.com/fsi.

Moving to the cloud is a complex
undertaking that requires:

Careful up-front planning.

Organizational maturity,
characterized by strong standards
and controls.

A solid business case, based on key
business drivers.

A framework that aligns
technology goals with overall
business objectives.

A transformation program that
brings together business and IT as
partners, to derive more benefits
from cloud.

Cloud strategy should be developed with input
from top management across the organization—
including the business unit leaders. Armed

with the institution’s business goals, along with
its IT objectives, the IT organization can move
quickly to identify the appropriate path to move
applications and services to the cloud.

PwC’s Total IT Framework enables institutions
to better understand the relationship between
IT and the entire business. This increased

scope of understanding enables IT to deliver
innovative services and plan improvements that
meet the business’s needs and goals.!

A private cloud for data consolidation is one
example of a technology solution that is most
effective when designed to meet the strategic
objectives of the overall business.

Total IT Framework

IT strategy levers

Business
information

Technology
solutions

IT operating
model

Business strategy levers

Products Channels Customers | Risk and
regulation
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Risks and other barriers
can obstruct cloud
solutions. But these can

be overcome by applying

a holistic approach,
supported by leadership at
the top.
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Challenges to implementation include cost related to upgrading IT architecture
and of hiring cloud experts and perceived security risks.

Topic

Challenges

Solutions we have observed

Cost

Perceived
security risks

Building a private cloud requires a
significant capital investment that can
be difficult to justify—especially in
times of economic uncertainty.

Major costs include:

e Architecture upgrade: Since some
technologies and applications are
incompatible with a private cloud,
legacy-and/or vendor-supported
applications may not be capable of
taking advantage of new and better
technology platforms.

e Hiring cloud experts: Implementing
new, more sophisticated technologies
requires an upgrade to the skill sets of
most organizations. Cloud experts—
who are rare and thus costly —will likely
have to be hired to help implement the
private cloud.

Due to the mistaken perception of
some stakeholders that moving to a
private cloud will put sensitive data
at risk, financial institutions are often
hesitant to take advantage of the
power of the cloud.

Make the business case: To win the support of top
management—a prerequisite for the success of any
cloud initiative —IT must develop a strong business case
for implementing a private cloud.

Cost reduction is not the main driver of the move to cloud
computing. The business case should focus instead on
the immediate benefits —accelerated time to market,
enhanced innovation, and increased agility—and the long-
term efficiency associated with having a standardized
infrastructure.

Implementing quickly, starting with non-critical business
activities, will help to build momentum and generate
confidence in the private cloud.

As successful rollouts of new services multiply, increased
efficiency will become more apparent to everyone in the
organization.

Develop a thorough communications plan:

Top management should dispel the myth that a private
cloud increases security risks (when, in fact, it does
the opposite), and communicate its expectation that
employees at all levels of the organization will buy into
the transformation.

Effective, ongoing communications extolling the benefits
of consolidation via a private cloud are critical to gaining
buy-in across the organization.




Risks and obstacles aside—
financial institutions

that engage in data

center consolidation to
boost IT agility without
firstimplementing

cloud technology may

find themselves at a
disadvantage, falling behind
competitors as the market
moves rapidly forward.

Delaying the transition
to cloud amplifies the
following issues.

Institutions that fail to leverage private
cloud for global consolidation are at a
competitive disadvantage.

Businesses can be impacted in several
important ways.

Sub-par time to market

¢ Institutions are unable to efficiently and
effectively roll out new products.

e Product improvements are not timely,
giving competitors an advantage.

¢ Product rollout takes months, or even years,
rather than just days— thereby stagnating
innovation and staunching the flow of new ideas
and strategies.

¢ Businesses and their customers cannot
benefit from the elasticity and channel
flexibility that cloud consolidations
can deliver.

¢ An institution’s distribution model cannot be
quickly changed to keep pace with changing
customer preferences. Business units can lose
out to their more agile competitors.

Lack of standardization

¢ Data and application platforms are
not standardized.

e There is less pressure to stop the
purchase of ad hoc IT that does not
conform to standards.

¢ Without standardization, support is labor-
intensive, inefficient, and costly.
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Competitive intelligence

Our observations of
industry practices.




Leading financial services institutions recognize that cloud
technology is important and have begun—at varying paces— to
transform themselves to take advantage of the cloud.

Industry-leading practice

Industry-observed practices

Large national bank

Global insurance company

Large capital markets institution

Transforming the infrastructure to
support cloud as a standard.

. Implemented a hybrid model of software
as a service (SaaS) and infrastructure as a
i service (laaS).

Supported cloud initiatives by cleansing
: and modernizing information architecture
i and automating data center management.

Recently had its first deployments of
- a global network of private clouds in
i regional infrastructure.

| Reduced operational overhead by
: consolidating and standardizing
¢ infrastructure on a private cloud platform.

Used private cloud as a vehicle to
- standardize as much as possible on a
limited number of operating systems.
: Standardization efforts introduced in
dedicated environments were also
: being pursued.

: Virtualization efforts undertaken in the
: mid-2000s have now been pursued with
. cloud services.

...................................................................................... ettt et et e e ea et eeae e e e s e s e s e eases e s s et e s e es s e eas o] eeas e s e eas e s e s e ees e s e en e s e s e e s e s e ea s e s e ea s e s e s et e s e s s eas e s e eas 2o eas e e e s e s e e e ee s e s e s e et s e s e oA st e s e e s s e s e a st ea e en e s e eneeas e s

Design an agile IT infrastructure
that reduces costs and enhances
service offerings.

‘ The bank possessed the ability to

- quickly scale up (but not down) based

¢ on technology needs, including testing.
i New acquisitions were stood up quickly
i using a replicable model for technology
i and operational support functions.

The ability to scale up quickly enabled
the bank to complete acquisitions in
: weeks vs. months.

| The redesigned IT infrastructure reduced
: the procurement process from weeks
: to days.

i Full consolidation in a multi-tenant model
. was not established, and the business

i was not benefiting from better time to

i market, limited infrastructure sharing.

i Sharing compute resources allowed

the company to right-size environments
: while leveraging laaS to dynamically add
{ more compute/storage resources on
i demand.

' Self-provisioning capabilities were
: offered to enable fast deployment of
i development machines.

E Private cloud capacity was sized
- to anticipate peak usage, including
i seasonal request for compute capacity.

' Had been exploring hybrid cloud and
: public cloud.

(ﬂ Lagging

@ On par

‘ Leading
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Leading financial services institutions recognize that cloud
technology is important and have begun—at varying paces—to
transform themselves to take advantage of the cloud.

Industry-leading practice

Industry-observed practices

Large national bank

Global insurance company

Large capital markets institution

Enhancing high availability and
disaster recovery capabilities through
cloud computing.

Utilizing cloud to effectively
align IT services and priorities to
business objectives.

...................................................................................... Heneeesseesnseesseesnseesseesneessseesasessseesasessseesasessseesaseesseesasesssemeeesslentesnteesatessseesntessseesateesatessseesatessseeatesseresasessseesntessatenn saseesfessseeratesseessseesatesseeesstesaeeesseeatesatesaresasessseearesasessarasas s

| Standardized to enable wider adoption

Leveraging cloud to facilitate
innovative solutions.
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@ Using a cloud solution provided access to
. a Level 4 data center through an industry-
¢ leading vendor without the considerable
i capital outlays required to build and

i maintain such a facility.

‘ For disaster recovery and capacity spikes,

: this bank leveraged an external data center
to have a multiple-data center approach
¢ without incurring the costs needed to
build, plan, staff, and maintain internally
i owned remote facilities.

- Technology was viewed as a utility to

: deliver banking services, allowing business
: managers to focus on activities that drive
revenue for the financial institution.

@ Virtualization and automation had made
 significant strides, but applications had
i not yet been transformed to leverage that
 flexibility, and the business was not yet
| taking advantage of using the cloud.

@ Was able to provide customized systems

: to meet the bank’s needs that traditionally
i have long implementation time frames,
¢ lacked flexibility, were complex, and would
i have limited the bank’s ability to grow.

| Leveraging laaS provided highly
¢ available and resilient environments
 critical to the online business.

' laas resulted in standardization across
: data centers providing enhanced
: disaster recovery capabilities.

Standardlzmg platforms and providing
. @ more dynamic environment allowed
¢ IT to focus on meeting future needs of
: the business.

of cloud and elimination of standalone
computer hardware.

' Failover was built-in cluster and was

- offered at multiple levels of service,

i from the 100% available spare

i capacity to degraded performance at a
i discounted price.

Prlvate clouds were built to accommodate
- the vast majority of computer and storage
: business needs, in terms of feature set as
well as service level agreements.

i Dedicated environments with exception
. servers were still available at a typically
: costlier support.

: Internal private cloud is used to provide
: flexible capacity and improve time to
i market for all development projects.

(ﬂ Lagging

@ On par

‘ Leading



| A deeper dive into the benefits of cloud

Case studies




Case study: Working with
Pw(C, an investment fund
implemented a scalable
private cloud solution,
which enabled growth

by acquisition.

Project objectives achieved

Speed: Ability to quickly absorb acquisitions
using a standardized technology and
support models.

Scalability: Ability to support the bank’s
technology and operations platform as it
grows to $10 billion in assets and beyond
across a geographically disbursed footprint.

Cost: A model that is cost-efficient

across critical business activities, and
includes volume discounts for future-state
usage requirements.

Quality: A platform that is highly available,
robust in features, and in compliance with
regulatory and compliance requirements.
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Situation overview:

An investment fund planned to acquire multiple distressed or Federal Deposit Insurance
Corporation (FDIC) failed community and regional banks and to integrate them into one large
national community banking franchise. The client turned to PwC for help in consolidating its post-
crisis troubled bank assets into a single operation via a private cloud platform to be outsourced to
a third party.

PwC helped the client to:

* Design, build, test, and implement a complete technology function appropriate for a start-
up banking franchise—including core banking systems and applications, networks, e-mail,
infrastructure, workstation services, service desk, security, and other aspects of technology
typically found in a normal banking environment.

* Rapidly complete the technology build-out to support competitive acquisition schedules; have
the banking platform ready for testing in 90 days and for production in 120 days.

* Perform business process analysis to define the banking systems (both necessary and
complementary) and align them to the appropriate business processes; perform application-to-
process mapping.

* Complete the acquisition of the first target community bank; build out the central
headquarters location.

Achievements and benefits:

The client met all of the project objectives set forth (see left). The acquired banks were migrated
to the scalable, standardized cloud platform. Furthermore, by viewing IT as a utility or service, the
investment fund was able to leverage cloud technology to improve its strategic position.

Specific benefits included: reduction in initial outlays and capital expenditures; on-demand
services; greater resource capability to support its banks; faster speed to market for new
acquisitions; exponential scalability; flexible staffing; greater flexibility in regard to technology
decisions; access to top market facilities; and increased recovery capability.



Case study: Working with
Pw(C, a leading insurer
consolidated its global IT
onto a scalable, reliable
private cloud platform.

Project objectives achieved

Speed: Improved time to market and
nimbleness in a growth environment.

Agility in a growth environment: Enabled
quicker response to business opportunities
and changing market conditions.

Scalability: Able to quickly adopt
technology advances.

Cost and efficiency: Business expense
reduced through standardization and
consolidation of common compute
platforms; leveraged investments in

technologies, facilities, and knowledge base.

Service quality: Improved current business
service levels and response times.

Risk management: Stable, secure
operations through uniform, consistent
application of minimum policies and
standards; greater disaster recovery
made possible through increased levels of
resiliency and automation.

Situation overview:

A multinational insurer was seeking a means of boosting international growth while supporting
global IT demand via a nimble infrastructure. The insurer turned to PwC for assistance in
consolidating its global IT environment via a private cloud solution. The project goal was to
establish a regional data center model with production/disaster recovery in three global regions,
and then to migrate existing operations from multiple countries into their respective data centers.

PwC helped the client to:
* Design and implement a private cloud solution.

* Build and establish the proof-of-concept data center as the target infrastructure, in a six-month
period. This first data center—ultimately to be used as a test area or lab—provided a template
for each new regional data center to be built going forward. In the next 12 months, following
the same design, the insurer with PwC'’s assistance completed the remaining data centers, with
each taking just three months.

Achievements and benefits:

The client met all the project objectives set forth (see left). Creating an engine for profitable
international growth, the private cloud solution included the build-out of four data centers, three
regional production centers, and one disaster recovery center, with each taking three months.

This implementation enabled the following: improved standardization, speed, and efficiency;
improved risk management capabilities; consolidation of the IT infrastructure of 15+ countries;
role-based access control and administrative segregation; the ability to meet the unique standards
and requirements of each country; and compliance with the organization’s individual Payment
Card Industry compliance (PCI) requirements and security management program (SMP) controls.
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|
A framework for response

q
Our recommended approach
to the issue.




Align business and
IT strategy levers—a
key component of our

framework for response—to

improve the return on your
cloud investment.

Business strategy levers
Products, channels, and customers:

* Consider how to use cloud to accelerate
product development, support multiple
channels, and better meet customer needs.

* Depending on your institution’s market
focus—product innovation, operational
excellence, or customer intimacy—choose

the cloud strategy that will best achieve your

business objectives.

* Manage the financial aspects of the cloud
initiative by focusing on the business case.
If your organization has not yet virtualized,
the business case could focus on long-term
savings. If you are seeking to consolidate
virtual environments, increased efficiency
and scalability might be the goals.

Risk and regulation:

* Manage security to meet regulatory and
business requirements. Security should
enable the appropriate segregation of
tenants as well as the segregation of
administrator duties.

* Adapt regulatory and compliance
requirements, including standards
and controls, to be consistent with the
target environment.

IT strategy levers

Business information:

Integrate the cloud initiative into the
enterprise-wide business information

model that provides guidance and data
management standards for the organization’s
data repositories, information sources, and
client records.

Technology solutions:

Establish the target architecture and revise
it as the cloud program evolves so that it
remains aligned with business drivers.

Confirm IT infrastructure readiness early
in the program to facilitate the success of
the migration.

Enlist vendors of key technologies as partners
that will support the overall program
from inception.

IT operating model:

Develop a clear roadmap for implementing
the transition from the old operating
model, which will be transformed by the
introduction of cloud capabilities.

Establish governance of the cloud initiative
and day-to-day operations in order to manage
both simultaneously, and to prioritize and
resolve conflicts.
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Implement the cloud
initiative within the
context of the Total IT
Framework—a holistic
approach designed

to align IT goals with
business objectives.

Cloud implementation roadmap

/

* Leverage trends and past
activities to build a
strategy that meets
long-term business

-------- L Total IT Framework

IT strategy levers

Business )
LB | Business strategy levers

Technology Products Channels Customers || Risk aﬁd
solutions regulation

IT operating
model

Roadmap design &
implementation
planning

* Collaborate with key IT
and non-IT stakeholders to

4 .
* Establish plan and

success criteria for pilot.
» Conduct pilot and revise
implementation plan

tailor a roadmap that
achieves the desired
goals in phases and
mitigates risks.

based on results.
* Roll out target design.

objectives and addresses
regulatory requirements.

Current state
assessment &
strategy development

) \_ Pilot planning,

implementation,
& review

Long-term data center transformation plan

Current state assessment

* Assess infrastructure and applications.

» Thorough gap collection and remediation.
* Multiple proofs of concept.

» Small-scale pilot projects.

* Requirements analysis and benchmarking.

Roadmap

* Resource planning.

« Strategic choice of vendor
and platform.

* Cloud model selection.

* Risk identification.

Implementation

* Pre-migration
preparation activities.

» Development of new
applications.

22 FS Viewpoint



Current state assessment and strategy development

Gain a deep understanding
of the current IT
environment and develop
a strategy for building the
cloud-enabled target state
environment.

Current state assessment

Strategy development

¢ Identify business, infrastructure, and * Develop a long-term consolidationand  e-;
application stakeholders to include in cloud strategy that aligns IT capabilities

the assessment.

* Solicit objective feedback from

and services with business needs
and priorities.

stakeholders about business needs and * Measure and manage the strategy based
process dimensions. organization to make changes.

* Conduct interviews and one or more * Build a multi-stage roadmap to guide the
workshops to gather the required input. organization through the consolidation

process and cloud implementation.

readiness across people, technology, and on the maturity and willingness of the :

_________________________________________________

Developing a long-term consolidation and cloud strategy

Strategy components

Requirements analysis

Cloud model selection

Description

Infrastructure and application requirements must be established to enable
selection of the cloud model and assessment of cloud vendor capabilities.
This involves a thorough evaluation of the current on-site infrastructure
and how those requirements translate into a cloud solution. The scope of
the cloud implementation may range from a few applications to the entire
environment. Business requirements should also be evaluated: How does
the additional agility, flexibility, and responsiveness balance with costs for
implementation?

Selection of a cloud model is guided by technical feasibility, security, and
compliance considerations as well as business drivers for cloud adoption.
The model should be selected on a cost-benefit basis that is based on
current needs and future demands. The implemented cloud solution
should provide a tangible benefit over the current infrastructure, while
also considering the risks and compliance issues associated with financial
services regulations.
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Current state assessment and strategy development

(continued)

Developing a long-term consolidation and cloud strategy

Strategy components

Assessment of application
readiness

Instrumentation

Vendor strategy

Benchmarking

Transition management

Description

This step is one of the most critical in planning for cloud transformation. Applications must be able to work with cloud the same way
they work in the physical worlds which means that:

e Infrastructure layer is abstracted (e.g., logical addressing, no hard coding).

 Failover is controlled at application level (e.g., no storage-based failover).

* Middleware farms are enabled on the cloud.

e Security/authentication/authorization solutions are in the cloud.

e Platforms and operating systems are standardized.

Whether internal and/or external, the cloud solution must be set up to enable enterprise-level support and management, including but
not limited to:

* Automated alerts when service levels are at risk or broken.
e Utilization and capacity management.

¢ Performance monitoring, reporting, and tracking.

e Change management.

Various vendor options are available, including pure-play cloud providers, information technology outsourcing (ITO) vendors with cloud
capabilities, and cloud management service providers. Vendor lock-in is a key consideration. A thorough evaluation of the vendor’s
scalability is essential to help establish a solution that would be suitable for future use. In the financial services marketplace, the ability
of the vendor to provide high-performing security tools and significant customization may also be critical.

Careful benchmarking of current operational and financial metrics is crucial to realizing business value from a cloud transformation.
Cloud transformation should enable institutions to better serve customers with faster responses and more reliable platforms. In
addition to current metrics, it is also important to confirm the uptime provided by cloud vendors to demonstrate that the availability
will meet the organization’s needs.

Moving to a cloud infrastructure represents a significant architectural and operational shift. As such, it requires thorough change
management and establishment of a cloud operating model. Input from the chief technology officer (CTO), business stakeholders, and
legal teams is essential to a successful transition. Additionally, managing internal users and support teams is paramount to promote

a smooth transition and maintain operating capacity. Moving to the cloud has the potential to produce some internal resistance as
infrastructure and IT support may be reduced.
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Roadmap design and implementation planning

Design a roadmap and Roadmap design
implementation plan * Leverage the results of the current
that will enable the assessment and strategy development to

h i . i build a roadmap with recommendations
org anization to capltallze for capitalizing on “quick hit” opportunities

on short-term opportunities  2°d implementing long-term,
sustainable changes.
and meet long-term

. . . * Identify high-level business
business objectives. yhig

benefits and costs associated with
recommended improvements.

* Plot the recommendations on a prioritization
matrix that depicts the level of benefit
and change. Illustrate the sequencing of
implementation of the recommendations.

* Develop an executive presentation
summarizing recommendations
for implementation.

Implementation planning

* Based on the roadmap recommendations,
create an implementation plan for
capitalizing on “quick hits” and meeting long-
term business objectives.

* Confirm the conceptual architecture for the
new IT environment.

* Develop engineering design principles for
network, computing, security, and storage.

* Develop a target logical design for each data
center and for the global network.

* Assess and approve the target design.

* Identify key performance metrics for testing.
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Pilot implementation and review

Launch a pilot of the
cloud-enabled data
center consolidation
to demonstrate the
technological fit for
the organization.
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Pilot planning

e Focus first on non-mission-critical data and

platforms, and then move up the stack.
Identify systems and applications that

make sense to consolidate. Most financial
institutions begin with developer applications,
email, change management systems, and
configuration management systems.

Continue to research cloud-based solutions,
to maintain the agility required to adapt

to market moves, and to stay ahead of
competitors that also leverage the cloud.

Evaluate internal talent. Does the
organization have the right skills to manage
the new cloud environment? Does it have
sufficient resources to train existing staff in
cloud technologies? Can vendor resources fill
any existing skills gaps?

Pilot implementation and review

* Develop both quantitative and qualitative
criteria for the success of the pilot based on
business requirements and drivers. Focus on
quantitative criteria such as performance-
based information, and qualitative measures
of success, such as the level of process
acceptance, and feedback from those
involved in day-to-day operations. Build
and execute the pilot and conduct testing,
with a strong emphasis on user acceptance
testing. Modify the pilot as needed based on
test results.

* In addition to focusing on design
validation—the main goal of the pilot—
test one or two applications, if possible, to
gauge the impact of the consolidation on
their performance.

* Revise the design based on the results of the
pilot, and prepare to roll out the data center
consolidation program.



| How PwC can help

Our capabilities and
tailored approach.




PwC Financial Services
CIO Advisory
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Business complexity, broader technology adoption, and increasing expectations

have forced a shift in the role of IT.

In the past, CIOs were focused on efficiency—
e.g., supporting the business with optimal
operational performance process changes to
support the business strategies.

Now CIOs are also expected to advance the
business by developing flexible capabilities to
increase effectiveness—thereby enabling the
business to grow.

There is an increasing expectation to drive
innovation—e.g., adopting new technologies
to differentiate the business. Our CIO Advisory
solutions help achieve IT excellence and create
sustainable business advantage by:

 Setting the course through strategy
definition, enterprise architecture
development, and organization design.

* Driving business/IT transformation through
strategic leadership and adoption of
innovative IT solutions.

* Improving IT operations and infrastructure
investments through integration of
automated processes/tools.

* Providing improved business capabilities
through accelerated application
development, improved IT service
management, and computing technologies.

IT Excellence

Current state



The PwC infrastructure practice has a specialized
cross-functional group to assist our clients with their
issues related to technology, operations, legislation,
regulations, and the market.

Determine strategic impact: Focus on key areas:

o Agility
¢ Flexibility

* Project tracking, budgeting, and reporting
* Program governance

* Time to market * Staffing and human resource management
* Operational efficiency ¢ Vendor management

¢ Business innovation Program ¢ Service level agreement (SLA) management

* Availability management

Focus on key areas:
Infrastructure * Target operating models

strategy e Core platform modernization/remediation

Determine financial impact:

¢ Return on investment/Return

on equity (ROI/ROE)
¢ Capital Technology » Efficient sourcing models
s Overhead Finance and operatlons « Infrastructure rationalization

» Compensation structures * Public, private, or hybrid cloud solutions

¢ Investor relations

Risk and Manage the impact on:

regulatory * Risk profile
¢ Risk organization

Focus on key areas: Human capital
* Workforce management

* Compensation * Regulatory capital

* Mobility * Compliance activities

* Training * Regulatory reporting
¢ Data security
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What makes PwC’s
Financial Services
practice distinctive.
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Integrated global network

Extensive industry experience

Multidisciplinary problem solving

Practical insight into critical
issues

Focus on relationships

PwC’s Financial Services practice consists of more than 34,000 industry-
dedicated professionals worldwide, including more than 4,500 in the
United States. We serve large and multinational banks, insurance
companies, investment managers, broker-dealers, hedge funds, and
payments organizations. The US Financial Services practice is part of the
PwC global network, which has clients in more than 150 countries.

PwC serves more of the biggest and most complex financial services
institutions than any other firm. We understand from personal experience
the wide variety of business issues that affect the industry, and we apply
our knowledge to our clients’ individual circumstances. Moreover, our
large, integrated global network of industry-dedicated resources enables
us to apply this knowledge on our clients’ behalf whenever and wherever
they need it.

The critical issues that financial services institutions face today affect their
entire business. Addressing these complexities requires both breadth

and depth, and PwC service teams include experienced professionals

in risk management, compliance, technology, business operations,
finance, change and program management, data and business analytics,
economics and analysis, internal audit, tax, forensics, and investigations.

In addition to working directly with clients, our practice professionals
and Financial Services Institute (FSI) regularly produce client surveys and
thought leadership on the critical issues that face the industry. These
publications—as well as the events we stage —provide clients with new
intelligence, perspective, and analysis on the trends that affect them.

PwC'’s size, financial stability, and 150-year history all contribute to our
long-term view of client relationships. We help clients translate strategy
into action by helping them address their challenges in finance, tax, human
resources, operations, technology, and risk and compliance.
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Creation Of theﬁrst cloud- Issues The client had planned the unprecedented acquisition and integration of

several distressed or Federal Deposit Insurance Corporation (FDIC) failed
based bank community and regional banks into a large national community banking
Reglonal bank franchise. The client sought to develop a new centralized banking platform

from the ground up to reinforce its centralized design, and to implement
a ground-up banking platform capable of rapid scaling to accommodate
multiple acquisitions.

Approach PwC helped design and implement an end-to-end banking platform. PwC
also helped to establish that the new platform met regulatory requirements
to allow regulators to sign off for acquisitions to move forward. PwC
assisted in the integration through: the application recommendation,
systems design, cloud design, outsourcing/vendor selection, project
management, vendor management, and compliance requirements.

The PwC team helped develop a cloud-based design with the banking
systems built in a virtual, outsourced, private cloud environment, and
developed a workstation services environment consisting of regional
outsourced support, remote support models, and virtual desktop/
application infrastructure.

Benefits With PwC'’s assistance with the vendor and technology selection
processes, the platform was developed and in testing within 90 days
of vendor selection and contract signature. The banking platform went
live as expected, within 120 days of acquisition closing and with no
significant interruption in customer or banking operations. Flexibility of
the cloud-based bank allowed for three additional acquisitions to be
completed within the same year. Compliance to regulatory requirements
was maintained throughout the process, reducing risk of compliance
issues and allowing continued participation in the lucrative FDIC bidding
processes. The client has maintained PwC as a key partner in acquisitions
and technology projects since the completion of this project.
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ConSOlidated data center Issues A top global bank wanted to cut operating expenses and increase efficiency

b d l ° .l ° without compromising the quality of its technology services. PwC proposed a

y eve Oplng a utl lty utility computing solution and transformation program, which included selecting
H and deploying a data center automation tool for server and application life

computing framework Sycls meanbgemont

and lmp lementlng a data Approach The PwC team helped the bank develop a private cloud to support a utility

automation tOOl computing strategy and framework for its midrange servers to enable the bank to

apply this framework consistently against its current and future utilities.
GlObal bank PwC supported the client in developing not only the architecture and design

principles for the private cloud, but also the instrumentation to support the utility
computing features including self-provisioning, self-decommissioning, monitoring,
reporting, and invoicing.

Next, the PwC team helped the client select a data automation tool, which included
lab testing on three vendor products. Upon selection of a data automation tool,
PwC assisted the client through to implementation, helping the bank develop a
phased project plan and providing technical assistance with the design of the tool’s
infrastructure and application management.

Finally, PwC worked in collaboration with the client to develop user manuals and
training guides for the new systems. This effort was part of the transformation of
the IT model from a traditional hardware-based model to a utility-based platform
supporting current business and growth, in particular newly acquired financial
institutions. Ciritically, this platform is a core enabler of the acquisition of new assets
and accelerated consolidation of the IT infrastructure and data centers onto the
private cloud.

Benefits The bank has completed Phase 1 of implementing the data automation tool
supporting its private cloud strategy. The tool provides automatic provisioning and
patching solutions.

Upon completion of the data center automation solution, the bank will realize an
estimated annual savings of $25 million in personnel hours and reduced downtime,
and it will recognize an additional $3 million in annual operating expense cuts.
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Consolidated global data Issues Following the acquisition of independent insurance operations in several

continents, a major multinational insurer was operating over 100 offices
centers onto a ClOlld ready in 20 countries. In order to develop operational and cost synergies and
lnﬁ«astructure) leav'_ng economies of scale to position the institution for sustainable and profitable
o o o o international growth, the insurer’s global subsidiary launched a global data
institution poised to absorb center consolidation initiative.
addltlonal grOWth_ Approach PwC was brought in to help design a cloud-ready infrastructure that

would be used in each of its regional data centers. This infrastructure

is cloud-ready in the sense that it is heavily virtualized, offering multiple
infrastructure-as-a-service options, and architected for multi-tenancy with
a cohesive set of tools supporting role-based access and segregation

of tenants.

Multinational insurer

Subsequently, PwC helped implement, build, and test three global
regional data centers and a global disaster recovery site before supporting
the actual migration of the newly built infrastructure. While automation of
provisioning was not yet offered, the plan was to enable such capabilities
once the migration is complete and the tenants are in production on the
new infrastructure.

Benefits As a result of the accelerated consolidation of country activities into a
single infrastructure, the insurer is on track to realize its goal of achieving
efficient, scalable growth. Approximately 30 data centers are being
consolidated into four, supporting a private cloud platform as a result.

Additionally, the client is well positioned to create a strong, centralized
IT organization and to put local resources immediately to work in the
new infrastructure.
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