











its victims based on the relative
degree of their financial performance.
However, our survey results show that
those organisations suffering from

a downturn reported notably higher
levels of one type of economic crime,
that is accounting fraud, which we
address later in this report.

Fraud practitioners often point to
three factors that are commonly found
when fraud occurs (Fraud Triangle).
First, perpetrators of fraud need an
incentive or pressure to engage in
misconduct. Second, there needs to
be an opportunity to commit fraud,
and third, perpetrators are often able
to rationalise or justify their actions.
Our survey probed deeper into the
impact of these three factors and
found that among the respondents
who believed that there is a greater
risk of fraud in the current economic
environment:

® 68% attributed greater risk of fraud
to increased ‘incentives or pressures’;

* 18% reported that ‘more
opportunities’ to commit fraud was
the most likely reason for greater
risk of fraud; and

* 14% believed that people’s ‘ability
to rationalise’ was the main factor
contributing to greater risk of fraud
(see figure 1).

Figure 1: Fraud triangle
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Interestingly, among the respondents
who believed that there is a greater
risk of fraud in the current economic
environment, two-thirds felt that
increased incentives or pressures
are the most likely underlying cause.
The most commonly reported factor
contributing to these increased
pressures and incentives was that
‘financial targets were more difficult
to achieve’, covering both individual
targets and those for the business
as a whole.

Clearly, in an economic downturn,
financial targets are more difficult to
achieve, and are often over ambitious.
Organisations would therefore be well
advised to be realistic when setting
their targets, as well as being more
prepared to adjust targets downwards
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when faced with evidence of a
downturn. Our survey highlighted that
no industry or organisation is immune
to fraud and it would appear that the
current economic situation is leading
to severe, often cut-throat competition.
Individuals feel under pressure to
achieve targets when times become
difficult, or when it seems impossible
to achieve targets. Furthermore, an
individual’s personal position may

be threatened by reductions in pay

or the risk of possible unemployment.
Consequently, the temptation to inflate
revenues, and/or omit expenses, is
more likely to overrule ethical values.

Our survey revealed that a key factor
resulting in increased pressure to
commit fraud is job security. Of the
respondents who believed that
underlying pressures or incentives
are the main drivers for greater fraud
risk, 37% reported that ‘People are
afraid they might lose their jobs’

(see figure 2). Furthermore, when
employees are terminated, those
who remain employed feel increasingly
pressured where they feel that their
own jobs are under threat. Employee
termination and additional cost
reduction measures may be inevitable
in a downturn, but management
should consider whether such
actions could, in turn, compromise
the organisation’s ability to fight
economic crime.

Figure 2: Factors contributing towards increased
incentives/pressures to commit fraud
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Among the 40% of respondents who
believed that there is a greater risk

of fraud in the current economic
environment, 18% identified increased
opportunities for committing fraud as
the root cause (see figure 1). In this
respect, ‘Staff reductions resulting in
fewer resources deployed on internal
controls’ was identified as the main
contributory factor (62%, see figure 3).
Financial difficulties in a downturn
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A deeper dive into
‘the statistics’

The depth and breadth of our
research allowed us to drill down
deeply into the responses we
obtained, before grouping data and
comparing it in the following ways.

The global picture — fraud
reporting differs from territory
to territory

Of the 3,037 respondents globally,
905 (30%) reported having experienced
fraud in the last 12 months. However,
the level of fraud reporting differs
significantly from territory to territory.
Table 2 illustrates the wide variation
of reported frauds by territory.

Organisations in territories where
relatively low levels of fraud were
reported have either failed to
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Table 2: Of the territory respondents,
percentage that reported fraud

Territories that
reported high levels of
fraud (40% or more)

Russia

South Africa
Kenya
Canada
Mexico
Ukraine

UK

New Zealand

Australia

Territories that
reported low levels of
fraud (20% or less)

Italy
Sweden
Singapore
India
Indonesia
Switzerland
Finland
Romania
Netherlands
Turkey
Hong Kong

Japan

% Organisations

71%
62%
57%
56%
51%
45%
43%
42%
40%

% Organisations

19%
19%
18%
18%
18%
17%
17%
16%
15%
15%
13%
10%

detect it or have been reluctant to
report it once uncovered.

While there are some exceptions, our
survey shows relatively few frauds
being reported by respondents in Asia
and some territories in Scandinavia.
Conversely, respondents in Eastern
and Western Europe were among
those reporting the highest incidence
of fraud. Those territories where more
than 40% of respondents reported
fraud consisted of a mix of developed
economies and emerging territories.

The bigger the organisation,
the harder the fall

Size matters when it comes to the
number of incidences of fraud reported.
The respondents to our survey were
employed in small, medium and
large organisations, in almost equal
proportion as shown in the survey
demographics in the methodology
and acknowledgements section of the
report. Our survey shows a correlation
between the size of the organisation
(as measured by the number of
employees) and reported incidences
of fraud in the last 12 months. In our
2009 survey, 46% of organisations
with more than 1,000 employees
reported having experienced at least
one incident of economic crime

(see figure 8).
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35% identified ‘others do it so it’s okay’
as being a contributory factor. These
results emphasise the importance

of effective communication (a zero-
tolerance policy) between management
and employees where attitudes to fraud
are concerned.

When the appropriate message from
senior management is not conveyed
and/or reinforced through appropriate
actions and behaviours, fraud can
have a much more damaging impact
on an organisation. The complex
cultural challenges that arise in the fight
against fraud can only be overcome if
the workforce has been equipped with
the right skills. A crucial part of this
process involves senior management
empowering and motivating
employees ‘to do the right thing,
because it is the right thing to do’.

Once a financial crime has been
identified, there are a variety of actions
that can be taken by an organisation.
Our survey shows that, in the majority
of cases, internal perpetrators tend to
be dismissed. Interestingly, levels of
dismissals for these crimes have
doubled in the last two years (85%

in 2009 - see figure 13, 40% in 2007).
In effect, organisations looking for a
reason to reduce labour and its
associated costs in the economic
downturn, have been presented with
‘easy pickings’.

Figure 13: Actions brought against
internal fraudsters
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But although there has been an
increase in the number of dismissals,
another 22% of respondents reported
issuing only warnings or reprimands.
This may reflect the varying severity
of frauds that were uncovered by
these organisations but, if a fraudster
believes that the punishment for
committing the crime will be minimal,
he or she may be encouraged to
perpetrate it. For external perpetrators,
the majority of organisations chose to
bring civil and/or criminal charges
(59%), to terminate the business
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relationships (51%) and/or notify the
relevant regulatory authorities
(see figure 14).

Figure 14: Actions brought against
external fraudsters
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Compensation structure — is this
a breeding ground for frauds?

Our survey shows that among
respondents who reported economic
crime, 12% said that, in their
organisation, the senior executive
compensation includes more than
50% based on performance, that is,
variable component, whereas 11%

said that the senior executive
compensation had no variable
component. In organisations where
senior executive compensation
includes a performance-based
variable component of more than
50%, 36% reported having suffered
fraud. In contrast, where there was
no variable performance-based
component, only 20% reported
having suffered fraud. This stark
contrast may suggest that there

is a correlation between the two.
Additionally, it appears that each

of the most common types of fraud
— asset misappropriation, accounting
fraud, and bribery and corruption —
are most prevalent when there is

a higher variable component in the
senior executives’ compensation
structure. It may, at first sight, seem
odd that higher levels of asset
misappropriation, for example, arise
where the senior executives receive
a relatively high performance-based
compensation. However, in times
of economic uncertainty, and faced
with increased personal financial
pressures, it could be that some
individuals are tempted to increase
their earnings by foul means,
possibly because of perceived
unfairness of their own earnings
compared to those of senior
executives.

Continued )
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Figure 15: Accounting fraud reported by all

respondents versus those who reported that the
senior executives’ compensation includes more
than 50% performance-based variable component

Among organisations where
senior executives’ compensation
structure includes more than

a 50% variable component,
44% of those reporting fraud

in the last 12 months suffered
accounting fraud, whereas,

from all respondents, 38%

of those reporting fraud
experienced accounting fraud

(see figure 15). 0 10 20 30 40 50
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Organisations need to be aware
of the apparent heightened fraud
risks in this situation. They should
implement appropriate controls
and monitor closely to combat
the risk.

% respondents who experienced economic crimes in the last 12 months
and % respondents from organisations where senior executives’ compensation
includes more than 50% performance-based incentives
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‘thing to do’

Know your enemy

As with previous surveys, the split
between internal and external
perpetrators of economic crime was
fairly evenly matched. Organisations that
suffered from economic crime reported
that 53% of perpetrators were internal
and 44% were external. However,
when we reviewed the responses by
industry sectors, we found that

there were four industries (financial
services, insurance, technology and
communications) that reported their
most significant frauds being committed
by external perpetrators. Respondents
from these four industries alone
represent 28% of all responses to our
survey. Respondents from all other

industry sectors reported suffering
the most significant frauds at the
hands of internal perpetrators.

Figure 16: Perpetrators of fraud — by industry
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