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| Welcome

Supply chains must be secured against any form of man-made and natural disruption.
This certainly isn’t a new revelation. Some hundred years ago commercial shipping
was threatened by pirates and renegades like Anne Bonny, Sir Francis Drake or Klaus
Stortebeker, and so transport ships were equipped with cannons and crews ready for a
fight. Today piracy as a ‘business model’ is enjoying a remarkable renaissance. It’s but
one of many threats facing international logistics.

Freight and passenger transport facilities are frequently the target of attacks, whether
the motive be political or purely for profit. Natural disasters like the devastating
earthquake and tsunami in Japan show us only too clearly just how vulnerable our
transportation and logistics systems are, when, for example, key commercial harbours
are taken out of commission; not to mention the far graver human suffering such
events can cause. And with electronic data exchange becoming an ever more critical
part of interlinked value chains, worries about data security and industrial espionage
are becoming more pronounced.

Reason enough to focus the fourth volume of our thought leadership series
Transportation & Logistics 2030 (T&L 2030) on the topic of supply chain security. As
in previous studies, we’ve surveyed a global group of experts using the RealTime Delphi
method. They told us what elements of supply chain security they believe will be most
critical in the future.

Will we see more attacks on supply chains and logistics hubs in the future? Do the
experts foresee cyber attacks causing much damage in transportation and logistics?
What is the best way to guarantee security — advanced technology or security audits or
what else? Will these measures lead to huge extra costs and a slow-down of transport?

These are some of the questions we address in this report. We appreciate that you have
‘secured’ your copy of T&L 2030 Vol. 4 and hope it will help you secure your supply
chain, too.

Klaus-Dieter Ruske Dr. Peter Kauschke

Global Industry Leader Transportation & Logistics 2030
Transportation & Logistics Programme Director

PwC PwC
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Foreword

The world is becoming smaller. Supply chains of today’s companies have globalised due
to increasing efficiency in transport and logistics. 90 percent of the entire global trade
flows through only 39 bottleneck regions. All prognoses indicate that global trade will
increase in the future and along these so-called gateway regions. But the world is still

a dangerous place: Since our global economy is strongly dependent on certain hubs it
is unthinkable what would happen if there was a terrorist attack on just one of them.
And exactly that is where the problem lies and what this study addresses:

As long as it remains unimaginable in our minds, it remains dangerous. This study
boldly thinks ahead to where, until now, our thoughts have not yet dared to venture.

The study also observes the new face of danger: cyber attacks. Today, entire countries
are already exposed to permanent virtual attacks. Every two seconds, the German
Internet is attacked. Logistics, as driver of globalisation, will become the focus of
offenders in the years to come. A hacker could infiltrate the flight control system,

for example, and randomly let airplanes fall from the sky. Or re-set the tracks in rail
traffic and let trains crash... What would we do then?

Based on the opinions of leading experts for supply chain security from academia,
business practice, technology development and politics, the study proves: It isn’t enough
to simply react. Supply chain security is not crisis management. Supply chain security
is proactive: It hinders attacks before they happen. Supply chain security will have
failed if such catastrophes start to occur.

Moreover, the study demonstrates that the future belongs to secure supply chains.
However, the one who would like to achieve this security with modern technology
builds on sand. The best scanner for explosive agents is useless if the security personnel
is not well-trained or if the communication processes within the supply chain do not
function.

We are living in an era of increasing menace. However, professional supply chain
security guarantees the foundation of modern life: secure supply chains.

Dr. Heiko von der Gracht

Managing Director

Center for Futures Studies and Knowledge Management
Supply Chain Management Institute, EBS Business School
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As the number of man-made
attacks on supply chains increases,
how will companies need to react?
Where will the critical points

on the supply chain be — and

how can companies stay flexible
if situations heat up? How can
companies make sure their people
and technology are up to the task
of securing the supply chain over
the next two decades?

There are no easy answers, but the
urgent need to ask these questions is
clear. Threats from terrorism and piracy,
for example, are on the upswing. That’s
already starting to have an impact on
supply networks.

Total direct costs of piracy in 2010

are estimated to be between US$ 7
billion and US$ 12 billion.! And when
you look at the indirect costs too, the
figure is much higher. Piracy damages
the tourism industry, causes losses in
revenues for canal fees and the costs
“loss of use” and “loss of man-hours”
while ships and their crew are held
hostage are also significant. Many
shipping companies are now either
hiring special security, working together
with UN troops or altering their shipping
routes.

Terrorism remains a concern too,
particularly since there are a number of
locations that are particularly crucial to
the smooth flow of supply chains — and
therefore potentially most vulnerable

to attack. Logistics hubs and gateway
regions are one concern. As just one
example, a full 14.8% of containerised

and air freight traffic moves through the
Hong Kong - Shenzhen freight cluster,
so a disabling attack here would have

a huge impact. Because logistics hubs
drive economic activity, successful
attacks could also threaten economic
stability.

Chokepoints, geographic features where
there’s only one narrow way across

a strait, valley or bridge, are another
potential weak point. Disrupting traffic
through the Panama Canal, Suez

Canal or the Strait of Malacca, for
example, would slow down freight flows
significantly.

Ensuring secure passage

We believe that transportation and
logistics companies will need to take
security concerns into account when
choosing transport routes. They’ll need
to take a close look at how dependent
their business is on particular logistics
hubs or chokepoints, and then assess
how they can reduce the impact

of threats to particular locations.
Transportation and logistics companies
will also need to be prepared to respond
quickly if risk levels change.

Man-made attacks

on supply chains

are increasing.
Transportation and
logistics companies
will need to take
security concerns into
account when choosing
transport routes.

Transportation & Logistics 2030 7



Greater investment to
secure ICT systems from
cyber attacks will be
absolutely mandatory.

8 PwC

Supply chain managers across all
industries will need to take into
account higher transport costs, longer
travel times and potential problems
meeting schedules when alternative
transport routes are used. Even without
disruptions, more security will mean
longer transport times. That could have
a far-reaching impact. In some cases
business models based on time-critical
deliveries may be squeezed out of the
market.

Keeping cyber space safe

The transportation and logistics industry
already relies heavily on Information
and Communication Technology (ICT),
and as we’ve shown in previous reports,
the trend is upwards. Virtual threats
need to be taken just as seriously as
physical ones. Indeed, we believe

that cyber attacks designed to induce
physical damage will be an increasing
threat for the transportation and
logistics industry. Greater investment to
secure technologies from cyber attacks
will be absolutely mandatory. Data

will be at risk too, and while privacy
concerns won’t go away, we think the
need for greater security will become
paramount.

Investing in a more secure

future

Does all this emphasis on improving
security measures mean profits will
decline? Not necessarily. Well-planned
security investments provide a payback
not only in terms of loss prevention,
but also by enhancing supply chain
performance.

Planning ahead is critical in other ways,
too. When it comes to security, it’s
especially important to look at future
scenarios and manage security pro-
actively. Reacting to crisis situations is
not enough. Companies have to find

the right combination of preventive and
reactive measures to achieve the optimal
level of supply chain security.

We believe that companies need to
consider the possible, not just the
probable. Executives should keep an eye
on so-called wildcard events too. That
means looking at the possible financial
impact, the relative vulnerability of their
business model and their company’s
ability to react to low-probability, high-
impact events.



No supply chain will
ever be 100 percent
secure - but better
technology and
well-trained people
can make a big
difference.

Stricter standards and the
need to take the lead

And while they won’t need to go it
completely alone, transportation and
logistics companies shouldn’t expect
government to pick up the slack. We
believe that governments won’t take

a leading role in executing supply
chain security, although they will
continue to regulate security measures.
Transportation and logistics companies
will need to work together with
governmental institutions to develop
new security standards that are not only
effective, but also efficient.

We believe that security audits along
the entire supply chain will become

a requirement to maintain effective
levels of security. But even with stricter
standards and better technology, no
supply chain will ever be 100 percent
secure. Technology can help increase
security, but people are needed too, to
provide human intelligence and good
governance.

Supply chain security is challenging, but
there are opportunities too. Companies
that are able to develop flexible, agile
systems that can respond quickly and
appropriately to crises — and avoid
threats when possible — will have a
competitive advantage.

Note on methodology

This study is based on a multifaceted
analysis of the importance of supply
chain security for the transportation
and logistics industry. Our methodology
draws upon a rigorous mix of desk
research and the results of a Delphi
survey among 80 selected subject matter
experts from 25 countries around the
world, including both emerging and
mature economies.

Transportation & Logistics 2030 9
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Introduction

Supply chains will face
more direct attacks.

Terrorist acts, also called man-made attacks, are nothing new. In the
70’s, 80’s and 90’s, the Irish Republican Army (IRA) conducted attacks
on British police and army, and Germany’s Red Army Faction (RAF)
organised bombings and assassinations, to name just two well-known
examples. In the past decade, though, media and public attention has

gone up dramatically around the world and the focus has shifted from
national to international threats. The 9/11 attacks on the World Trade
Center in New York and the Pentagon in Washington D.C. in 2001
marked one defining moment. There have been others too. A bomb set
off in Madrid in 2004 caused an explosion in a public train which killed
more than 190 people. And several explosions in underground trains
and busses in London killed and injured more than 200 people in 2005.

Both events dominated news headlines around the world.

And the threat isn’t letting up. The head
of the Federal Service for Supervision of
Transport in Russia recently announced
that the number of terrorist attacks

on Russia’s transport systems has

more than doubled between 2009 and
2010.2 That jump may continue, if the
bomb explosion at Moscow’s airport
Domodedovo in January 2011 is a sign
of things to come.® Recent parcel bombs
sent from Yemen via Europe to the

US have also received heavy coverage
from the international press. It’s not

only public transit systems that need to
be vigilant — cargo transportation can
also be used as a carrier to conduct a
terrorist attack and to harm human life.
So securing supply chains is vital. Supply
chains and transport systems need to
incorporate measures to secure human
lives and transportation infrastructure
into their design. Freight screening, risk
profiling of employees and the use of
trusted shippers are some of the options
that can help.

Transportation & Logistics 2030 11



Attacks on supply chains have a serious
human cost when they threaten access
to food or medical supplies. They can
also place a huge burden on economies
by shutting down trade or travel.* When
Bangkok airport in Thailand was forced
to close in 2008 due to protests, it cost
the Thai economy US$ 8.5 billion. The
shutdown impacted not only the tourism
and airline business, but also important
export businesses, like the orchid
industry. Thailand is the world’s leading
orchid exporter with an 80 percent
share of the global market. The closure
of the airport cost the sector over

US$ 9 million.® And the eruption of a
volcano in Iceland caused a ripple effect
around the world. The global airline
industry (particularly carriers operating
in Europe) lost an estimated US$ 1.7
billion in revenues when over 100,000
flights were canceled in six days.®

One study by Stanford University
documents the combined human and
economic costs of a terrorist attack
through a specific example. The study
shows that an attack on the US milk
supply chain with only 10g of highly
concentrated toxin would be enough
to poison almost 500,000 people.

The human cost would clearly be
catastrophic, and the economic impact
would be too. Every 50,000 people who

suffered from the poison would cost the
US economy US$ 8.6 billion.” Just one
attack could potentially mean damage in
excess of US$ 80 billion.

Sound far-fetched? We took a look at
data on supply chain related attacks
between 2004 and 2010 to better
understand the risks. A comprehensive,
open-source database on the Internet —
Worldwide Incidents Tracking System
(WITS) - lists information on more than
68,000 incidents worldwide from its
creation on 1 January 2004 through 30
April 2010. The database was developed
and is permanently updated with

open source data by the US National
Counterterrorism Center (NCTC),

a government body for collecting,
integrating and analysing data on
terrorism and counter-terrorism.® We
analysed NCTC data, focusing on the
number of attacks that targeted

¢ the aviation sector (includes
airlines and airport facilities)

* ships (including any water-borne
vehicle or maritime vessel)

e vehicles (including cars, mini
buses, trucks, buses)

e train/subway (includes passenger
or cargo rail, subway or
monorail)

e transport infrastructure
(including roads, bridges,
tunnels, railways and railroad
tracks)

Our results show that the total number
of supply chain related attacks has
increased steadily over the past decade,
reaching 3299 attacks in 2010 (see
Figure 1a), despite the sharp increase of
security measures and control systems
put into place after 9/11. Countries and
companies are still struggling to come
to grips with attacks and supply chain
disruptions. Current systems aren’t
secure enough to protect the flow of
global supply chains. We believe that
this trend will continue in years to come,
which means man-made attacks and
supply chain disruptions will increase.
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There are far more attacks on vehicles
than on other transport modes such
as ships, trains/subways or attacks on
airlines and airports. The majority of
vehicles attacked are cars, although
there were also incidents involving
buses. Buses and cars are nearby and
easy to access; you don’t need a lot of
planning to successfully attack them.
Airlines and airports or harbour regions
generally have much higher existing
security standards, so you need some
level of professional organisation in
order to attack them successfully.

Many terrorist groups are focused on
their home territory and often choose
targets that are close to their operational
basis. When terrorist attacks involve
political disputes over territory, they’re
often carried out in the relevant
territory.

Do experts believe that attacks on
supply chains will be more common

in the future? To find out, we asked

our Delphi panel to assess our first
projection: “2030 — The number of
attacks on supply chains has increased.”

The results are surprising. The experts
in our panel don’t agree about the
probability of a significant increase

in attacks on the supply chain in the
future. Instead, they fall into two distinct
camps. One group (‘concerned’ experts,
60% of the total sample) believes that
the number of supply chain attacks

will strongly increase in the future. The
other group (‘relaxed’ experts, 40%

of the total sample) doesn’t foresee a
significant increase in attacks on supply
chains. For a more detailed analysis of
panellists’ response behaviour, please
see page 47.

But the differences don’t stop there.
Concerned experts seem to take a
more pessimistic position — but they’re
actually less pessimistic and more
willing to take risks to respond to the
threats posed to supply chains, as we’ll
show.

What arguments do concerned experts
use to support their view that supply
chain attacks will strongly increase?
Some note that the number of attacks
on supply chains is already increasing.
Theft, pilferage, missing cargo and
counterfeiting are issues that the supply
chain manager has to deal with on a
daily basis. Financial damages caused
by theft in European supply chains
exceed a value of EUR 8.2 billion per
year.’ They’re also worried that rising
unemployment and an enlarging gap
between rich and poor countries and
individuals will drive even greater
numbers of attacks on supply chains.
What impact will such jumps have?
Concerned experts point to supply
chains as highly vulnerable and critical
to the world economy. Attacks on those
economic lifelines would destabilise
entire economic systems and cause
severe economic downturns. If supply
chains come to a halt due to man-made

attacks, food and medical supplies might

run short. And the cost of fuel could
skyrocket, if man-made attacks force
a breakdown in international supply
chains.

Not all the experts agree. The relaxed
group considers an increase in attacks
as not very likely. In contrast to the
concerned group, they argue that
supply chains are already sufficiently

secured against attacks, and they believe

security levels will get better still. New
and innovative technologies will be
available to better track the movement
of physical goods and spot irregularities
in supply chains quicker. That would
mean many attacks on supply chains
could be avoided.

Whether they’re concerned or relaxed
about the probability of an increase

in the number of attacks on supply
chains, it comes as no surprise that the
majority of experts see such a jump

as highly undesirable. Interestingly,
there are some experts who actually
see an increase in the number of
attacks as a good thing. They argue
that attacks mean organisations will
make it a priority to find solutions and
develop more secure supply chains.
Organisations will be more motivated to
improve their security measures.

Supply chains will come under
increasing attack, and companies
need to be aware and prepared. That
could mean rethinking their approach
to dealing with potential supply chain
disruptions.

Transportation & Logistics 2030 13
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Where are global supply chains most at risk? Countries that are less
stable, either politically or economically are often hot spots. Gateway
regions where there are very large flows of cargo are particularly
important for global supply chains, and are therefore also of special
interest to those looking to disrupt them. And just like military troops,
goods often need to pass through certain chokepoints, geographic
features where there’s only one narrow way across a strait, valley or

bridge.

We’ve considered all three factors and
have developed risk maps which show
graphically where supply chains may be
most vulnerable, looking first at country
risk factors, then gateway regions and
lastly geographic chokepoints.

Some geographical regions or individual
countries are more attractive targets
than others. Figure 2 shows the relative
risk of terrorist attack or activities

in every country around the world,

as well as four major areas of piracy,
according to the International Maritime
Bureau’s. These piracy areas include
the Gulf of Aden, near Somalia and the
southern entrance to the Red Sea, the
Gulf of Guinea, near Nigeria and the
Niger River delta; the Malacca Strait
between Indonesia and Malaysia; and
Malacca Strait between Indonesia and
Malaysia; and the coast of Venezuela
and Columbia.®



The risk factor calculation takes into
account each country’s relevance for
terrorists, separatists and nationalists,
instability due to recently conducted or
ongoing revolutions and the number

of kidnappings. Countries facing a
severe threat include the Horn of Africa
with Yemen and Somalia, Afghanistan,
Pakistan, India, and Iraq.

Yemen and Somalia’s ‘severe threat’
ranking is largely due to Islamic
extremist connections. Somalia was one
of the nations where experts believed
Islamic extremists might flee after 9/11,
and observers still see the country as a
possible haven. Yemen is the base for
operations by Al Qaida in the Arabian
Peninsula (AQAP), including high profile
attacks in 2009 that prompted many

to urge the Yemeni government to take
direct action against AQAP.!!

Pakistan is another hot spot, with an
increase in unmanned vehicle strikes
with extreme violence and extremists
groups on the rise in the past years. The
recent US mission resulting in the death
of Osama Bin Laden may also prompt
retaliatory unrest.

Nearby India has a tense relationship
with Pakistan, exemplified by the 2008
Mumbai attacks, often referred to in
India as 26/11, where more than 10
coordinated shooting and bombing
attacks across Mumbai were executed by
a Pakistan-based militant organisation.
India also struggles with additional
threats, from separatists, other religious
extremists and individuals or groups
pursuing their own interests.

Figure 2: Supply chain risk map - Terror threat conditions

Terrorism Threat
Conditions

Low threat
Guarded threat ®
Elevated threat ®

High threat ®

Severe threat @®

Piracy region

Source: Aon’s 2010 Terrorism Threat Map®
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Logistics hubs and
chokepoints will be
favoured targets.
Successful attacks
could threaten
economic stability.

Attacks on supply chains are often
looking for a big return on a small
investment.!? Because they’re so vital to
trade flow, logistics hubs like airports or
ports offer the ideal target. The possible
consequences of disrupting a logistics
hub, for example, can be seen by taking
a look at the port strike in 2002, where
29 ports on the US West Coast were
locked out due to a labour strike of
10,500 dockworkers. The strike had

a massive impact on the US economy.
Approximately US$ 1 billion was lost
per day and it took more than 6 months
to recover. At this time, 60 per cent

of USA’s cargo — with a value of more
than US$ 300 billion — passed through

west coast ports annually. As the US
accounts for around 20 percent of global
maritime trade, the consequences of

the port strikes were not just limited to
the US but affected economic activities
around the globe.!®1#

If seaports and airports that serve as
global gateways were attacked, the
consequences for international trade
flows could be a lot more severe.

Figure 3 shows 39 major gateway
regions, which account for 90 per

cent of world trade. These include

many ports, airports and train stations
in metropolitan regions.’® Gateway
regions are centres of cargo handling
and thereby determine areas of high
relevance for global supply chains.

One example is the Tokyo - Singapore
corridor in Pacific Asia, where there’s a
major concentration of freight activity.
The world’s largest gateway region is the
Hong Kong - Shenzhen freight cluster.

A full 14.8% of containerised and air
freight traffic moves through this region.

Terrorism Threat
Conditions

Low threat
Guarded threat ®
Elevated threat ®

High threat ®

Severe threat ®
Piracy region

Gateway regions @

Source: Aon’s 2010 Terrorism Threat Map, The Geography of transport systems'®3
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If you include China’s Pearl River Delta
(with Guangzhou), then the region’s
share or world trade reaches 16.7%.
Europe’s Rhine/Scheldt delta (from
Amsterdam to Brussels) accounts for
7.5% of global containerised and air
freight volume. The most important
North American gateway system is Los
Angeles/ Long Beach system.'®

According to a report of the
Congressional Research Service (CRS)
for the US Congress, the detonation of a
nuclear bomb, comparable with the one
from Hiroshima, in one of the world’s
major gateway regions or harbours
would kill and injure a catastrophically
high number of people. In addition to
the human cost, the economic impact
would be huge. This type of event could
cause US$ 50 to 500 billion in direct
property damage, US$ 100 to 200
billion losses due to trade disruptions
and additional US$ 300 billion to US$
1.2 trillion of indirect costs'’. Likewise,
the costs associated with the closing of
US ports because of a bomb detonation
in a harbour could amount to US$ 1
trillion.181°

But could it happen? It’s certainly
possible. There have been news reports
that plutonium from former military
inventory ‘leaks’ on to black market, and
that there’s also a trade in nuclear bomb
blueprints.?>! With nearly 9 million
containers entering the United States
annually by ship, it’s not hard to imagine
someone successfully hiding a nuclear
bomb in one of them.?

And the dangers aren’t confined to sea
freight. Last year, parcel bombs were
sent from Yemen and transhipped via
Europe to the USA. That drew attention
to air cargo traffic and prompted

US Homeland Security Secretary

Janet Napolitano to demand a closer
cooperation between the EU and the
US to protect critical air, land and sea
transportation hubs. She pointed out
that “regardless of where a potential
event might occur, the ripple effect of

a significant disruption of this global
system could potentially impact the
entire international community.”*
Napolitano also said it is imperative that
governments work together to ensure
that the global supply chain is able to

rebound quickly from any future attack
as consequences for the global economy
could be catastrophic.

Logistics hubs are determined by trade
flows, but chokepoints such as channels,
narrows and bridges are critical spots
for global supply chains, and they’re

an unavoidable part of the landscape.
International shipping lanes pass
through around 200 passages, capes
and straits. A handful of these are of
strategic importance. Take the Panama
Canal. Bypassing this man-made
channel would mean a vessel on its way
from Los Angeles to Barcelona would
need to travel around Cape Horn, or
through the Indian Sea — options which
would lengthen the overall travel time
9-11 days.

Figure 4 shows primary and secondary
sea routes that connect the major
gateway regions. Many of the most
important sea routes pass certain
chokepoints. Some of them, such as the
Suez Canal or the Strait of Malacca, are
also marked on the supply chain risk
map.

@

L

Terrorism Threat
Conditions

i
Low threat z
Guarded threat ®
Elevated threat ®
High threat ®
Severe threat ®
Piracy region

Gateway regions @

()_Panama Canal

o
o

2,

Bosphorus

Chokepoints O

Primary transport routes

Secondary or alternative transport routes

Planned routes — —

Source: Aon’s 2010 Terrorism Threat Map, The Geography of transport systems, National Center for Ecological Analysis and Synthesis'>?"%%
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Many chokepoints are close to regions
with an elevated risk, which increases
navigation risks and potentially
compromises access and use. A large
number of chokepoints cannot be
easily bypassed, if at all. For many,
the alternative would mean a detour
major enough to mean significant
financial costs and delays. Due to
natural conditions, these chokepoints
also have natural capacity constraints.
Only a certain number of ships can pass
through, or bypass them, per day (see
Figure 5).

Figure 5: Chokepoints in global shipping

Vessels per year

Chokepoint (2009) Capacity Limitation threat
Strait of Hormuz 50,000 Narrow Corridors Iran/Terrorism

Suez Canal 17,228 200 000dwt and convoy size Terrorism

Bosporus 50,000 Ship size and length; 200 000dwt E:;g;‘lf::’g’“}:ﬂ‘:y
Strait of Malacca 60,000 300 000dwt Terrorism/ Piracy
Panama Canal 14,323 65 000dwt After expansion: 116 000dwt = Not significant

Strait Bab el-Mandeb | 22,000 2-mile-wide channels for shipments Terrorism/Piracy
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These chokepoints represent the
geographical Achilles heels of the global
transportation industry. But how likely is
an attack on the security of one of these
hubs and nodes? Our expert panel was
asked to discuss whether logistics hubs
and infrastructural nodes will become
preferred targets of terrorist attacks in
the future.

The experts don’t all agree. Concerned
experts argue that the number of attacks
on these targets will strongly increase.
Logistics hubs and infrastructural nodes
are the weakest links of global supply
chains and their importance for global
trade will continue to rise. So they’ll

be more attractive targets for terrorist
attacks, too. Since the connection of
today’s public and freight transport
network is tight, ports, airports and
train stations are not only economically
important logistics hubs, but also often
located in densely populated areas. A
targeted attack will cause a maximum of
destruction, disruption, media visibility
and political pressure.

Relaxed experts have a more optimistic
outlook regarding the possibility of
more attacks. They’re counting on

new security technologies to have an
impact. They also think that regulations
and governmental cooperation will be
successful and help to resolve security
issues around such targets. That’s partly
because relaxed experts expect a shift
of attacks towards the most densely
travelled global transport routes. That
could pose its own issues, since as

they point out, it will become almost
impossible to prevent such attacks if
they could take place everywhere within
the global supply chains.

Do attacks on supply chains or hubs
have the potential to destabilise the
economies of entire regions? Here too,
experts held very different views. Some
see the direct and indirect damages of
the paralysis of logistics chokepoints
as harmful for the global economy,

as in the West Coast harbour strike
example. However, they still view the
consequences for the local and global
economy as only temporary. That’s
because they have faith in common
international efforts to establish the
steady flow of goods.



The panel also identified a number of
factors that can influence the economic
consequences of an attack:

e the size of the attacked region,
e its importance for global trade,

* its ability to absorb the attack
and

e the level of support from other
nations received during the
recovery process.

And while there may be significant
disruptions at the regional level, the
global impact can be mitigated by
efforts to make supply chains more
resilient to disruptions. Recent pipeline
projects provide some good examples
where systems are designed to offset
the impact of possible disruptions to

a critical chokepoint. The Habshan-
Fujairah pipeline, from the Habshan
onshore field in Abu Dhabi to Fujairah
(United Arab Emirates), is planned to
back up gas and oil transport in the
case of any disruption in the Strait of
Hormuz. The Sino-Burma pipeline
aims to reduce tanker traffic through
the Strait of Malacca by providing an
alternative transport route for oil and
gas to China.® Although these projects
can be seen as targets as well, they
contribute to an improved resilience
of critical transport infrastructure, by
creating more diverse routing options
for critical natural resources.

The danger of significant disruption
may be greater in smaller regions which
are dependent on single hubs or only

a few critical infrastructural nodes.

For example, Singapore is proud to
operate one of the world’s busiest and
most important intermediate hubs. 85

percent of the total cargo traffic going
through Singapore continues on to
other regions, underlying its immense
importance as a gateway region.’**” An
attack on Singapore’s harbour could
have drastic consequences for the
country’s economic prosperity — and also
for the other regional economies which
use the harbour as a transshipment
hub. Likewise, a piracy induced long-
ranged rerouting of ships around the
Strait of Malacca directly to ports in
China, Indonesia and Japan would be
significant for the local economy of this
region.

Temporary economic losses will
certainly hurt, but the impact of attacks
on logistics infrastructure or vessels
might also be much far-reaching, if
trade routes change permanently in
response. The EU and China are already
investigating transport routes along the
Northern Russian Coast. As a result of
the melting Arctic sea ice, such a route
might become a valuable alternative

to the traditional sea ways (see Figure
4), which are increasingly disturbed

by acts of piracy.? The route along

the Russian coast would shorten the
shipping route between Hamburg and
Shanghai for example by about 5,000
miles, i.e. at least 7 days of travel (see
Figure 6). So this route could save time
as well as being more secure. Japan

is also planning to cooperate with
Russia to transport uranium ore via

the Trans-Siberian Railway in order to
avoid incidents in the Strait of Hormuz,
according to Asia News Networks.?

Companies need to take a close look
at how dependent their business

is on particular logistics hubs or
chokepoints, and then assess how they
can reduce the impact of threats to
particular locations.

Transportation and
logistics companies
will need to take
security concerns into
account when choosing
transport routes.
They’ll also need to be
prepared to respond
quickly if risk levels
change.

Piracy and hijackings of ships causes
severe problems for the maritime
shipping industry. Total direct costs
of piracy in 2010 are estimated to be
between US$ 7 billion and US$ 12
billion.** And when you look at the
indirect costs too, the figure is much
higher. Piracy damages the tourism
industry, causes losses in revenues for
canal fees and the costs “loss of use”
and “loss of man-hours” while ships
and their crew are held hostage are also
significant.

The Gulf of Aden is currently the world’s
hot spot in terms of pirate attacks. The
politically instable states of Somalia

and Yemen are located on either side

of the Gulf. To make matters worse, the
entry point to the Gulf, the Strait of Bab
el-Mandeb, is a chokepoint along the
heavily used Asia-Europe sea route.

Some shipping companies have
responded to the threat of piracy by
hiring special security troops or taking
advantage of protection offered by UN
troops. Others have already shifted their
shipping routes, including A.P. Mgller-
Maersk, CMA CGM and dozens of other
carriers which have chosen to avoid the
Gulf of Aden and Suez.®! Egypt is losing
more than US$ 642 million a year due
to lost revenues from Suez Canal fees, as
ships are re-routed to avoid the Gulf.*

Commercial piracy isn’t the only risk
factor. For example, as previously

noted, on our supply chain risk map

(cf. Figure 2) Yemen and Somalia are
considered to have ‘severe threat’
conditions, because of Islamic extremist
connections which increase the risk of
possible terrorist acts.
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Just how big are the impacts of changed
routings on shippers? We calculated the
effects of re-routing vessels on this route
and three others (see Figure 6). If ships
choose not to pass through the Gulf on
their way to the Suez Canal they face

at least 4,000 extra miles, or 6 more
transport days (minimum).

Figure 6: Distances and travel times for direct and alternative sea

routes
- Route: . .

Departure Destination Direct (D) / Alternative (A) Distance Travel time

D: Panama Canal 7821 nm 13 days
Los Angeles Barcelona A: Cape Horn 12967 nm 22 days

A: via Indian Sea 14320 nm 24 days

D: Suez Canal 8302 nm 14 days
Rotterdam Singapore

A: Cape of Good Hope 11759 nm 20 days
Abadan D: Strait of Malacca 5274 nm 9 days
(Iran) Hong Kong

A: Sunda Strait (along Jakarta) 5843 nm 10 days

D: Suez Canal 10734 nm 18 days
Hamburg Shanghai

A: Northern Route 6440 nm 11 days

Cruising speed of 25 knots (~29 mph), nautical mile (nm)=1.852 kilometers

Another route plagued by piracy is the
Strait of Malacca. It’s the shortest sea
route between the Persian Gulf and

the Asian market. 60,000 vessels use it
each year, making it Asia’s most relevant
chokepoint. If this strait were blocked,
almost half of the world’s merchant fleet
would be forced to take the longer route
around Indonesia’s archipelago®*, adding
one more day to the total travel time.

When piracy drives shippers to change
routes, it places a huge strain on
business, with longer delivery times. It
also drives up costs, as shippers need to
spend more on gasoline, labour etc. That
means in some cases only very large
shipping lines can afford to send ships
the long way round.*®

The supply chain experts who
participated in our Delphi study
generally agree with the thesis 2030:
Regional threats to security have caused
shifts to transport routes. ‘Some point
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out that transport routes are already
shifting e.g. changes to shipping routes
as a result of piracy in Somalia or
concerns around political unrest in
Egypt and Tunisia. The Delphi panel
also sees future levels of international
cooperation as likely to increase as the
US and other major developed nations
are less able to effect change. And
they think that some major emerging
economic powers, e.g. China will ‘buy’
protection by supporting rogue regimes.

Transportation and logistics
companies will have to be much
more flexible in their transportation
routing in order to avoid ‘hot spots’
that pose problems for security in
transit. And supply chain managers
will need to take into account higher
transport costs, longer travel times
and potential problems meeting
schedules when alternative transport
routes are used.



Additional security
measures will result

in increased transport
times. Business models
based on time-critical
deliveries may be
squeezed out of the
market.

The need to re-design global supply
chains due to security issues has a
profound effect on transport times.

It doesn’t matter what the reason is —
piracy, terrorism or other concerns — the
outcome remains the same: a slowdown
in global supply.

We've already discussed how political
turmoil in Egypt has brought up
concerns about a potential blockage of
the Suez Canal, and the consequences
that this could have for shipping.3®%”
Other transport modes are facing
slowdowns, too. One major example

is the additional security measures
imposed on the airline industry, which
are resulting in increased transport
times. According to a recent PwC survey,
German executives responsible for air
freight shipments are strongly in favour
of more screening, but many believe
there will be enormous costs as a result.
One third estimate that the airline
industry in Germany will face US$ 284
million in additional costs due to higher
security standards.*® And another source
estimates that new security measures
which mean an additional half-hour per
traveler in airports cost the American
economy US$ 15 billion per year.*

The European Commission took a look
at the correlation between increased
travel times and greater costs due

to new screening methods. Their
calculation focuses on the indirect costs
which occur when cargo consignment
is delayed due to screening. The

EC estimates that extended transit

time would result in an increase in
inventory costs and delays in delivery
which together would amount to more
than US$ 9.34 million per annum

in additional costs for the shipping
company. And a two day delay could
have severe consequences in the case of
a just-in-time consignment which fails to
meet the deadline.*

The impact increases if you consider
transatlantic shipments. There could
be additional delays from longer dwell
times when ships are waiting in port,
increased turn-around time of feeder
vessels or delays in inland transport
modes delivering to different state
boundaries. And that doesn’t take

into account potential shifts between
transport modes.* If additional security
measures slow down global transport
flows, business models might change
too, as companies may struggle to
adhere to just-in-time or time-definite
delivery schedules. Transportation and
logistics companies may find it difficult
to predict when goods will arrive,
especially in transatlantic shipments.

The majority of our Delphi panel
expects there will be an increase in
transport times. The experts of the
concerned group are truly convinced
that in 2030: Additional security
measures have resulted in increased

transport times.” They see time as a
more critical parameter for efficient
logistics than cost. Increased security
means additional time for verification,
searches, audit and the like. The
experts argue for the development of
new performance criteria too. Once
shipping times increase, logistics service
providers may look to shift the focus
from delivery times to other aspects of
customer service. For example, they
may develop new service offerings
around ‘secure’ delivery. And delivery
to countries facing a severe threat
may become a specialised service that
only some carriers are willing to offer.
Nonetheless, time will still be a critical
parameter for efficient logistics, so
any security measures that companies
implement will need to be as quick to
execute as possible.

The relaxed group of Delphi panellists
sees advances in technology and security
techniques as counter-techniques to
prevent a slowdown in global trade.
They expect advanced technology
developments to lead to simpler
procedures like quicker security checks,
or even safe lane procedures without
additional interruptions. As global
transport flows shift eastwards, though,
not all countries worldwide may be

able to adapt the necessary ‘intelligent’
solutions for security procedures quickly
enough.

It will be essential for companies to
handle security procedures effectively
and efficiently. New kinds of customer
services will develop which shift the
focus away from the time factor.
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| Keeping cyber space safe
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Cyber attacks inducing physical damage are an
increasing threat for the transportation and

logistics industry.

NATO believes that cyber attacks are the “battlefield of the 21%
century”.** IT systems are becoming more interdependent, as companies
connect across their supply chains. While this increases information
flow and efficiency, it also means that one successful cyber attack could
have disruptive, unpredictable, devastating effects on other systems
and companies and cause long-lasting consequences to economies.*
Large economies such as the US and Germany have already established
national cyber security divisions which are designed to counteract cyber

attacks.*

What can happen when one IT system
breaks down? In 2004, a minor short-
circuit hit British Telecom — with major
consequences. Within minutes, 130,000
users’ telephone, fax and Internet
systems broke down. 31 bank branches
had to close since their connection to
their data centre stalled, automated
teller machines collapsed, and even
emergency hotlines were inaccessible.
The damage of this minor short-circuit
was estimated at more than US$ 7
million per day*. What if this short-
circuit had been induced by a cyber
attack?

Since also large technology-leading
companies, as Sony or Lockhead Martin,
become victims of cyber attacks, how
can logistics services providers protect
themselves?

The damage which can be caused

by cyber attacks isn’t only virtual.

Cyber attacks can also cause physical
destruction. That’s because information
systems also control vital functions like
air traffic control, so if commands cause

deliberate malfunctions major damage
could be the result.*

In 2002, a passenger plane of the
Russian airline Bashkirian Airlines
collided with a cargo aircraft operated
by logistics service provider DHL close
to Lake Constance. 71 people were
killed in the crash. Investigations have
revealed that the tragedy was caused

by a problem in the telephone and
computer system of Switzerland’s air
traffic control.#’ Air traffic control was
unable to recognise the impending
collision. Claims for damage exceeded
EUR 20 million.* What if hackers could
manipulate air traffic control systems
and cause similar events?*’ And it’s not
only air traffic that is at risk. A collision
of two cargo trains in 2010 caused
economic damages of several million
euros.” If criminals or terrorists gained
control over the command systems of a
major rail infrastructure operator, the
consequences could be disastrous. And if
cyber attacks stopped GPS systems from
working, the negative impact on the
transport and logistics industry could be
immense.



Is the danger even greater than that
posed by physical attacks? We asked
the Delphi panellists for their views,
and once again, opinions were sharply
divided. Concerned experts believe that
by 2030 cyber attacks may cause more
damage than physical ones. In our 2011
Global Information Security Survey,

PwC found that 20% of respondents
had experienced financial losses from
security events, 15% reported theft

of intellectual property and 14%
experienced compromises to brands or
reputations.® Relaxed experts consider
it unlikely that damage from cyber
attacks will exceed that from physical
attacks. They argue that an increasing
number of cyber attacks on supply
chains would motivate the development
of effective measures to minimise the
potential for future cyber attacks and
their negative consequences. While the
number of cyber attacks is increasing,
global spending on IT security is going
up too. It’s estimated to rise to US$ 60
billion in 2014.52 By 2030 there may be
adequate counter attack mechanisms in
place to ward off cyber attacks.

Supply chains are increasingly
dependent on ICT. In Transportation

& Logistics 2030, Volume 2: Transport
infrastructure — Engine or hand brake for
global supply chains? we found that a
variety of innovations in ICT are likely
to maximise the capacity and effective
use of transport infrastructure. As
systems like flow control for highways
and public transport are implemented,
the potential damage that can be caused
by cyber attacks rises dramatically,

too. More frequent use of tracking and
tracing systems and real-time control
applications with web interfaces also
provide new and growing weak points to
be attacked by cyber criminals.

The increasing threat of cyber attacks
for supply chains has motivated many
high-tech suppliers to team up and to
develop measures to fight cyber crime.
Boeing, Cisco, IBM, Microsoft, NASA
and the US Department of Defence are
working to develop an internationally-
accepted framework to secure supply
chains from cyber attacks. The new
standard should help prevent cyber
criminals from introducing security
vulnerabilities into IT equipment as it
passes through the supply chain.®

Companies will need to increase
investments in security programmes
and IT personnel to secure their
technologies from cyber attacks
and to minimise the risk of major
incidents.

Sabotage and
industrial espionage
will affect supply
chains, but competitors
won’t be the primary
source of attacks.

A large number of attacks on supply
chains, including thefts by employees
or criminals outside of the organisation,
are conducted for individual profit.

But sabotage, industrial espionage

and manipulation, carried out by
competitors, represent another growing
area in economic crime.

A recent study revealed that the number
of attacks by competitors is underrated.
Only 18.9 percent of almost 7,500
surveyed companies stated that they
had at least one incident of industrial
espionage within the last year. But more
than four times as many — 80 percent

— of the surveyed companies assume
that there is a much higher level of
espionage, just “not in my company”.>*

Logistics operations increasingly depend
on ICT and attackers are increasingly
using the Internet for this kind of crime.
But our expert panel does not believe
that the number of attacks on supply
chains by competitors, for example

in the form of sabotage, industrial
espionage or manipulation, will increase
until 2030. Instead respondents

argue that the main trend in industry
development is collaboration. According
to the experts, competition is seen as
healthy and as an important way to
increase efficiency in the sector. As long
as there are no significant changes in
the global economy and its structure,
the risk of being “named and shamed”
will prevent companies from turning to
crimes against competitors. One expert
believes that there could eventually

be a backlash, if a guilty company that
isn’t brought to justice causes a wave of
revenge attacks.

While the experts do assume there will
be an increasing number of attacks on

supply chains in the future, they argue
that there’s no evidence of such a trend
for attacks induced by competitors. In
PwC’s Global Economic Crime Survey,
the transportation and logistics industry
reported the fifth highest number of
fraud incidents out of more than 15
industries we investigated.>> Most of
these crimes fall under the categories

of asset misappropriation, accounting
fraud and bribery and are perpetrated
by staff members, though. Sabotage and
espionage aren’t reported to be playing
a prominent role for the transportation
and logistics sector.

We should also note that cyber attacks
are on the increase, and they often can’t
be traced back to their perpetrators.
Today’s sabotage, espionage and
manipulation attacks may in many cases
be classified as ‘cyber attacks’, rather
than being counted as attacks made by
competitors. Indeed, one expert notes
that it may become increasingly difficult
in the future to differentiate between

an offense by a competitor and any
other type of attack. Nevertheless, most
experts expect competitors to focus
their efforts on competing rather than
resorting to such tactics. They assume
more potential attacks will have other
motivations.

Does this mean sabotage and
industrial espionage are not an issue
in the transportation and logistics
industry? Typical victims of industry
espionage are companies in industries
where innovation and research and
development are even more critical
success factors than price or efficiency.
Technological leaders in e.g. the
automotive or pharmaceutical industry
need to protect their product and
production technologies, formulations
and other kinds of know-how and
innovation from competitors’ attacks.
Such incidents are still rare in
transportation and logistics. But that
may change as logistics operators
continue to invest in innovation. Many
are now developing and incorporating
new technologies into their service
offerings as a way to differentiate from
the competition.

Sabotage and industrial espionage
among competitors aren’t key
concerns for transport and logistics
companies, although that could
change as the sector becomes more
innovative.
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Concerns around data
privacy are increasingly
ignored in favour of
greater security.

To keep global supply chains running
smoothly, data containing information
about individuals, companies, financials
and goods needs to flow around the
clock. Often data are shared and stored
through web-based applications. Great
technological progress has been made
in logistics operations, with tracking
and tracing systems using barcodes

or RFID tags as well as GPS systems
now being commonplace. These mean
transportation and logistics companies
and their customers can now retrieve
background information of a shipment
at every step in the supply chain and
identify its location. But the same data
that provides transparency for legitimate
users can also attract cargo thieves,
who are now using the Internet to

track shipments, book transportation
with legitimate motor carriers, or,
conversely, to set up bogus trucking
operations that arrange cargo pick-ups
for legitimate shippers and forwarders.*
Transportation and logistics companies
need to step up efforts to thwart such
schemes; as we‘ve already noted, cyber
attacks are one of the fastest growing
areas in crime.®’

Modern screening and surveillance
systems are fast, convenient and
anonymous — and those same qualities
also make them likely candidates

for a cyber attack. In passenger
transportation, travelers are used to
X-ray screening, camera observation

or permitting detailed access to their
personal data. If these systems were
hacked, the damage could be severe.
The global market for surveillance and
security equipment is already estimated
at US$ 80 billion (2010), and is growing
at a compound annual growth rate of
11.7%.°® London already uses more than
10,000 crime-fighting CCTV cameras
and Paris aims to establish more than
13,000 cameras by the end of 2011 in
order to improve video surveillance and
to reduce crime rates.>
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Such security measures walk a fine
line between protecting the public

and invading individual privacy. The
question is to what extent will people
and corporations be willing to sacrifice
their rights of privacy and liberty in
exchange for potentially safer and
more secure travel? What'’s the trade-
off between privacy and security for
individuals?

Other recent studies have also shown
that many individuals are willing to

pay for security improvements, even
though they imply a loss of data privacy.
This suggests that many people prefer
higher security standards to keeping
personal data private.®® And the next
generation of business leaders will bring
with them different expectations about
data privacy after having grown up with
web-based social networks, such as
facebook, myspace or twitter.

The Delphi panel foresees that
definitions of ‘privacy’ will become
looser in favour of better protection,
particularly where individuals are
concerned. While many would prefer
to maintain data privacy, they are
ready to sacrifice it when there’s a
documented need, such as preventing
terrorist attacks. For individuals, data
privacy is a personal issue. But in
supply chain management, the issue is
more about the relationship between
commercial entities, rather than data
on individuals. Some experts raise
concerns that the public won’t raise
issues around data privacy until they
begin to be confronted with negative
aspects of security measures, such as
permanent surveillance. They see the
need for new technological systems
and enhancements which ensure the
confidentiality of data while at the same
time not jeopardising security and trade.

Organisations need to learn how to
handle private data more respectfully.
However, individuals will be willing to
share private data if it serves security
improvements.



| [ 4 @
I nvesting in a more

secure future

Increasing security means cranking up
investment, but the returns are many.

Enhanced security measures mean higher costs. The direct economic
losses caused by the 9/11 terrorist attacks amounted to tens of billions
of dollars, but the costs of the enhanced security measures which
followed were far higher.®! The budget for the US Department of
Homeland Security is approaching US$ 50 billion per year, and state and
local governments are spending billions on security as well. The direct
costs are just the beginning. A private-sector analysis conducted by the
International Monetary Fund (IMF) found that businesses spent

US$ 1.6 billion per year on higher security costs. The extra financing
burden of carrying 10% higher inventories had an even steeper price
tag, at US$ 7.5 billion per year.®> And additional safety measures also
create a range of opportunity costs that might not always be immediately
apparent for transportation and logistics companies, i.e. costs incurred
through longer transport times, longer dwell times and increased

turnaround times.

Many companies have not yet invested
in improving security beyond the
minimum level due to difficulty in
justifying security investments.®
Companies may not yet see the benefits
of enhanced security or may be unable
to make an adequate business case for
security implementation. That’s because
penalties for non-compliance with new
security standards are minimal or non-
existent — and the benefits are hard to
measure.*

However, supply chain security
management is not a black hole. We
believe that secure supply chains do
provide a return on investment for
transportation and logistics companies.
Research has quantified the tangible

business benefits of investing in supply
chain security efforts. Areas positively
influenced by security efforts include
supply chain visibility (50% increase
in access to supply chain data, 30%
increase in timeliness of shipping
information), improvements in
inventory management (14% reduction
in excess inventory, 12% increase

in reported on-time delivery), more
efficient customs clearance processes
(49% reduction in cargo delays,

48% reduction in cargo inspections/
examinations) and in the long-term
benefiting the customer relationship
(20% increase in new customers and
26% reduction in customer attrition).%
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When evaluating the thesis 2030:
Security has become one of the most
important cost drivers for logistics’

the Delphi panel was split up again.
One group of experts regards security
spending as purely a cost factor. They
take a fairly narrow view, where higher
levels of security simply mean increased
costs. The other group considers
security spending more broadly,

seeing it as an investment in business
operations. They argue that investments
in additional security will have a return,
since they reduce costs associated with
theft and smuggling. They also enhance
delivery reliability, which leads to
better customer relationships, another
important form of return on the original
investment. So security strategies should
be seen as proactive loss prevention
incorporating a positive return on
investment.

Well-planned security investments
provide a payback not only in terms of
loss prevention, but also by enhancing
supply chain performance.

It’s not enough

to just react to

crisis situations.
Organisations need to
take preventive action
to mitigate security
risks.

Extreme supply chain disruptions or
emergencies, like the catastrophe in
Japan, the Deepwater Horizon oil rig
explosion in the Gulf of Mexico or the
2010 Haiti earthquake, where entire
supply networks throughout a region
collapsed, get the most attention. But
supply chain disruptions happen on a
day-to-day basis, too, and these more
common-place incidents also affect
logistics systems and economies. The
average loss per cargo theft has been
calculated to be around US$ 4 million.
And pirate attacks alone cost the global
economy between US$ 7 billion and
US$ 12 billion per year.?”
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The financial cost of such disruptions is
only the tip of the iceberg. Supply chain
failures and disruptions can also cause

a host of other negative consequences.
If consumers lose confidence in a
company’s brand, the ramifications can
be far-reaching. That’s why consumer
concerns are driving enhanced security
initiatives. Logistics services providers
which guarantee on-time delivery may
also be especially vulnerable to the
negative effects of disruptions, but all
transportation and logistics companies
need to establish crisis management
procedures. That means having
appropriate response plans for various
service level disruptions that go into
effect immediately in the case of a crisis.
It’s important to cover all the bases,
including putting plans and checklists in
place and training response teams which
are available when needed.

We asked our Delphi panel if in ‘2030:
Strategies to cope with emergencies are
a more effective means of dealing with
supply chain disruptions than preventive
measures.’ Their answer? — A resounding
no. Reactive solutions are no longer
seen as adequate to the challenges of
keeping global supply chains running
smoothly. Several experts point out the
costs of supply chain disruptions are
too high and unpredictable and that
consequences can be far reaching, e.g.
the record billions required for clean-
up and compensation efforts following
the Deepwater Horizon incident. They
believe prevention efforts need to be

in place which also includes mitigation
plans for potential emergencies. A
proactive approach leads to better
decision-making and service provision.
And investments in proactive measures
can also help companies negotiate
reduced rates on insurance.

Many experts note that reactive

and preventive solutions cannot

be analysed apart from each other.
Security strategies generally combine
preventative and responsive measures.
Supply chains are complex, and some
transportation and logistics players
operate across the world and in multiple
segments, making a purely preventive
approach costly to implement. The
combination of both measures is key.

Companies have to find the right
combination of preventive and
reactive measures to achieve the
optimal level of supply chain security.

Governments reduce
their executive power
and focus on their
legislative roles.
Transportation and
logistics companies
embrace the
opportunity to improve
their own security
measures on their own
terms.

Most companies and governments
recognise the need to implement
comprehensive and integrated end-
to-end security that extends beyond
asset protection. This has led to the
implementation of diverse security
initiatives, including required statutory
standards and voluntary industry
efforts, in order to minimise the
weaknesses of supply chains and to raise
general security levels.



Some of the initiatives taken by the

US government to assess and minimise
the risk involved in international
transportation of goods, include,
amongst others, the Container Security
Initiative (CSI), the Customs-Trade
Partnership Against Terrorism (C-TPAT),
the Advanced Manifest Rule (AMR)/
Advanced Cargo Information (ACI) and
the Free and Secure Trade initiative
(FAST).%®

Multiple security initiatives are also
taking place outside the US as well.
These include the development of the
Framework of Standards to Secure and
Facilitate Global Trade by members

of the World Customs Organization
(WCO). This series of measures were
presented by the European Commission
to accelerate implementation of

the WCO Framework, including the
Authorized Economic Operator (AEO)
programme, as well as various initiatives
that were taken by the World Trade
Organization (WTO) to better facilitate
trade.®

In addition to these government
initiatives, businesses have also been
proactively seeking ways to mitigate
supply chains risks. The Transported
Asset Protection Association (TAPA)

has established an objective of reducing
losses from international supply chains.
TAPA is looking to establish consistent
freight security requirements for
transportation and logistics companies.”®
The International Standards
Organization (ISO) has also issued the
standard ISO/PAS 28000, outlining the
requirement to implement a security
management system in an organisation,
including those aspects critical to
security assurance in the supply chain.”

/,_
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One necessary element is a
comprehensive risk analysis which
analyses high risk goods and processes
and is able to answer the question: ‘Who
and what should be protected against
whom or what and through which
means?’ That means understanding

the respective roles of government
bodies and transportation and logistics
companies. While governments are the
ones developing and setting regulatory
frameworks, transportation and logistics
companies are the ones executing

them. Security requirements need to be
aligned with the business operations of
transportation and logistics companies,
e.g. take into account and try to
minimise potential efficiency losses

due to additional costs for congestion,
intermediate warehousing or delivery
delays. One positive example is the

US Container Security Initiative (SCI)
and the ‘SAFE’ framework of the World
Customs Organization (WCO) since
they identify and control high risk goods
and initiate preliminary notice without
impeding the flow of goods.

Who will take the lead in ensuring
supply chain security in 2030?
According to our Delphi panel, probably
not the government, although they’ll
define processes regulate standards

and are responsible for setting up legal
frameworks. Execution will remain the
responsibility of the private sector, since
financial constraints limit governments’
abilities to take over this function. Some
experts also note that the sheer size of
cargo volumes in some countries will

be too large to be controlled by one
institution. The experts also point out
that it may be easier for transportation
and logistics companies to manage
security costs since they can factor
them into the final product price. If

the government were to take over the
execution of supply chain security,
special charges might need to be
introduced, adding an additional layer
of bureaucracy. The Delphi experts

see such a shift as unlikely. Some also
believe that security management offers
lucrative opportunities to drive revenues
in a high-margin business. Private
companies will try to keep it in their
responsibility and more private players
may look to enter the market in the
future.
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Companies which have to execute
security standards should work
together with governmental
institutions to represent their own
interests. That will help security
standards become not only effective,
but efficient.

No supply chain will
ever be 100 percent
secure. Technology can
help increase security,
but people are the
critical link.

Enhancing security levels is a major
priority for governments and companies
and the reliance on technology is
continuously growing. After the

recent parcel bomb discoveries, the

US Department of Homeland Security
initiated the design and application of
active interrogation, a non-intrusive
inspection system for air cargo that costs
around US$ 14 million.”? New systems
allow threatening materials, weapons,
drugs and currency to be detected

and identified automatically, even in
concealed shipments. Another promising
development is ‘voiceprint’ technology.
A technique similar to fingerprints
should allow law enforcement agencies
to electronically match a voice to its
owner.”?

The defence industry may have some
lessons to share with transportation

and logistics companies more broadly
too. NATO has conducted research to
increase the protection of harbours

and ships, including the development

of a range of technical equipment
including sensor nets, electro-optical
detectors, rapid reaction capabilities and
unmanned underwater vehicles.”* These
technologies have clear applicability

for non-military use as well. Other key
research areas include the development
of an airborne early warning system and
control mechanisms that use infrared
transmitters to initiate necessary
counter measures when aircrafts are
under attack.”

The global security market is growing
fast. Between 2005 and 2009 the global
value of security technology has more
than doubled, reaching US$ 946 million
in 2009.7¢ In the US, the Department

of Homeland Security will administer a
budget of US$ 42.3 billion in 2012 and
some legislators proposed raising it still
further. The US Transportation Security
Administration received a budget
increase of US$ 8.2 billion in 2011,
mostly to fund a range of technology
devices like explosive detection systems,
portable explosives trace detection
devices and whole body scanners.

This broad implementation of security
technology is not without its critics.
Some observers question the return on
investment of technology and its real
contribution to higher security levels.
Technological improvements still can’t
prevent all supply chain disruptions or
interruptions. As security technologist
Bruce Schneier puts it: “Stop trying to
guess. You take away guns and bombs,
the terrorists use box cutters. You take
away box cutters, they put explosives
in their shoes. You screen shoes, they
use liquids. You take away liquids, they
strap explosives to their body. You use
full-body scanners, they’re going to do
something else.”””

Can we rely on the ‘magic’ of technology
to create 100% security against supply
chain sabotage? Are there other options
— and what might they be? Measures
based on trust or expert knowledge of
human behaviour? The airport of Tel
Aviv, reported to be one of the most
secure airports worldwide, seems to
have found an effective strategy which
relies on both human intervention and
technology. The security personnel
concentrate most of its efforts on
personal contact and try to engage

at least once with each passenger.
Decisions as to whether a passenger is
allowed to continue to check-in or needs
to be interviewed in depth are based on
analysis of behaviour.”® In addition to
this, the airport implements the newest
technology available.



Will technology be the best way to
guarantee security by 2030? Our
Delphi panel has mixed views once
again, with concerned and relaxed
experts again showing markedly
different responses. For the concerned,
technology is the best solution and the
way to move forward in supply chain
security management. Some even
prefer to replace personnel-intensive
solutions with electronic monitoring
devices, ‘hack-proof” systems and

other technologies allowing a broader
coverage. This group sees the human
factor as being the weakest link in the
chain historically and remaining so in
the future. Their solution is to substitute
technological equipment wherever
possible.

The relaxed experts attribute a much
lower probability to technology as the
only reliable lever to guarantee security.
They see the future in a combination

of technology, trained personnel and
policies. This group argues that even
the most state-of-the-art technology
currently in place doesn’t prevent
successful attacks on supply chains from
happening.

Technology alone can’t secure the
supply chain. People are needed too,
to provide human intelligence and
good governance.

Security audits along
the entire supply chain
are a requirement to
maintain effective
levels of security.

Global trade is no longer just about
moving goods quickly and efficiently,

it is also about moving goods securely.
As many as 25 different parties are
involved in the global movement of just
one container’. The chain encompasses
different representatives of buyers,
sellers, inland freighters, shipping
companies, intermediaries, financiers,
governments, and the list goes on. With
so many different supply chain operators
involved, the risk of supply chain
disruptions and vulnerability to external
intervention increases.

A supply chain is only as strong as its
weakest link. One supply chain partner
may have excellent internal security
efforts, but if others in the supply chain
are lacking adequate security efforts,
or if there isn’t sufficient coordination
between supply chain partners, those
efforts may be for naught.®° Supply
chain security management needs to be
all-encompassing and supported by all
players in the supply chain. Long-term
cooperation with supply chain partners
is a necessary first step, but securing
the supply chain will require an even
greater commitment. We believe that

a supply chain security strategy which
is cross-institutional and international,
including all players of the supply chain
is absolutely critical.

How can you control and verify that
supply chain partners are keeping

their end of the bargain? Security
audits are one valid option. Several
companies already offer such a service
to their customers, based on C-TPAT
requirements or individually developed
checklists addressing both physical and
personnel security.8!

Companies will need to tailor systems
to their individual needs, though.
Those who only complete the minimum
obligatory requirements are unlikely

to have effectively secured transport
services and logistics from disruption.
Transportation and logistics companies
also need to include crisis management
and contingency planning for man-made
catastrophes, as well as natural ones.

What will the regulatory situation in
2030 look like? Will security audits be
compulsory along the whole supply
chain, from raw material delivery up to
point of sale? This time the answer from
our Delphi panel is an emphatic yes —
and the experts see that as a good thing.
They rated this thesis with both highest
probability and the highest desirability
scores.

The experts note that a move towards
security audits has already begun, as
reflected by trusted shipper elements
in supply chain security. Those shippers
almost certainly require some type of
auditing. The question some pose is not
whether audits will happen, but rather
whether the trusted shipper concept will
reach back as far as the raw material
stage. The trend towards government-
mandated security programmes is
another sign that audits will be one

of the main measures to provide
international and national security.
Though the Delphi panel believes that
security audits will be implemented,
they argue for individual customisation.
That means analysing the specific
nature of the threat involved, which
differs among industries. The Delphi
panel argues that security audits might
become obligatory only for certain
commodities, and for certain shipping
methods, e.g. aviation. But protection
of the vast majority of commodities
will remain to be seen. It’s important

to remember that a very high audit
check could hamper trade and have a
significant financial impact. That means
developing a system where the weakest
links in the supply chain get the most
attention makes good sense.

Companies should work together with

standard setters to develop generally
accepted security principles.
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Expect the unexpected

In the previous chapters of this study we’ve taken a systematic look at
the future and have identified a number of trends that look likely to
continue. Surveying a group of experts by using the Delphi method
helps identify the probable outlook for the transportation and logistics
industry. These views can help decision makers to make appropriate
decisions and to prepare their organisations for future developments.

We believe that any ‘look into the
future’ should not be limited to the most
probable scenarios though. Unlikely
events do sometimes happen — and can
have a huge impact on both society and
the economy. Such low-probability,
high-impact events can be termed
‘wildcards’. Sudden and unique events
may represent the turning point of
long-term trends, or even of an entire
social system — as in the fall of the Berlin
Wall in 1989. Their occurrences may
happen at any time and are difficult to
predict, and the potential impact may be
€normous.

And while it’s impossible to consider
all possible wildcards — their number

is literally endless — it is possible to
identify some of the areas where
wildcards could occur. Take the eruption
of the Eyjafjallajoekull volcano in
2010. While it came as a surprise and
was highly disruptive, the possibility

of volcanic activity in the region had
long been noted. Or the terrorist attack
of 9/11 which shook the world and
transformed the notion of “homeland
security.” The specific type of attack
was a shock, but the increasing anti-
American sentiment behind it had been
building in the Islamic world for quite
some time.

That’s why organisations need to
understand their business environment,
and the social and economic systems in
which they operate. Careful observation
can often turn up early indicators that

a wildcard might be in the offing. And
good planning is nearly always more
effective than scrambling to react after
the fact.®

For transportation and logistics
companies, supply chain security is

one area where we think there are a
number of potential wildcards that
should already be on companies’ radar.
Our list of suggestions is only a starting
point. They are designed to prompt you
to think about how such events might
affect your organisation. What would
the financial consequences be? How
vulnerable is your business model? How
quickly can you adapt?

Most wildcards have potentially
disastrous impacts, but it is important
to remember that some wildcards may
actually change the course of the future
in a positive way. In those cases, too,
good planning will mean making the
most of the new status quo.
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The detonation

of a 10-20 kiloton
weapon in a major
seaport could cause
damage of $50 to
$500 billion

Source: CRS Report for Congress (2005)
Terrorist Nuclear Attacks on Seaports:
Threat and Response

What if S
terrorist 3
attacks shut |
down logistics
networks?

Logistics networks are the backbone of the global
supply chain. That means disruptions could slow

down national economies, making them potentially a

preferred target for terrorist attacks. Important hubs,
such as seaports and airports, could be shut down

by physical aggression. Bridges or tunnels are also .
potentially vulnerable, since there often isn’t a viable SlgIlS that you
alternative way to cross from one land mass to another.

Attacks on these targets could slow down traffic need to start
massively, or possibly bring it to a complete standstill taking notice:
on a given route.

* Increasing religious
conflicts

How could it affect your business? A self-assessment checklist. Increasing imbalance
of wealth

What would be the financial consequences? () Minimal () Moderate () Disastrous

How vulnerable is your business model? ) Weak () stable (O Resilient

How quickly can you react? O Tomorrow () NextMonth () Next Year



How could it affect your business? A self-assessment checklist.

What would be the financial consequences? () Minimal () Moderate () Disastrous

Signs that you

How vulnerable is your business model? () Weak () Stable (O Resilient

need to start
taking nOtice' How quickly can you react? (O Tomorrow () NextMonth () Next Year

* Increasing number of
terrorist attacks

* Increasing number of
natural disasters

Shippers have to pay
tens of thousands of
dollars a day in extra
~ “war insurance” to

. N —
What lf‘ "~ cross dangerous -
\‘

insurance - FORIES

Source: Wall Street Journal (2009)

c O mp anie s }’;ii}; I(]Zce:auses Changes in Routes,
stop covering T
major risks? - T

The financial crisis and global recession in 2008 and
2009 hit insurance companies hard, and many were
forced to raise their fees. Many transportation and
logistics companies have had to pay a high premium
to cover possible risks to their assets and cargo. In
the future, insurance companies might refuse to
underwrite some types of large risks — for example
damage resulting from natural catastrophes, or -
from terrorist actions. If transportation and logistics =
companies are no longer able to offset risk through

insurance, logistics costs might soar.
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How could it affect your business? A self-assessment checklist.

What would be the financial consequences? () Minimal () Moderate () Disastrous
How vulnerable is your business model? () Weak () Stable (O Resilient .

. Signs that you
How quickly can you react? (O Tomorrow () NextMonth () Next Year

need to start
taking notice:

* Key transit points
privatised or
controlled by states

Wha.t l:f key with high deficits
transit points
are blocked?

A large portion of total world trade passes through
important transit points such as the Panama Canal,
the Suez Canal and the Strait of Malacca. In 2008,

a total of 21,415 vessels with a total value of more
than US$ 5 billion passed the Suez Canal. Today the
access to such transit points is almost unrestricted.

If access to important trade routes were limited or
made prohibitively expensive by operators, it could
have severe consequences for global trade. There are
also a number of regional examples that would have a
more limited, but still significant impact. The recently
finished Gotthard Base Tunnel lets standard freight
trains pass under the Alps. That will mean a major
advantage to shippers — as long as it remains available
for use at a reasonable cost.

R_Rv

7.5 % of world sea
trade is carried via
the Suez Canal

Source: Suez Canal Authority (2010)
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The most expensive
computer virus to
date caused damage
P . which exceeded
$8.7 bn

What if a “ S G
super-virus o - | -
paralyses -\ 8 &
large ICT » BN tein

systems?
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Computer viruses are becoming more sophisticated and
are causing greater damage to ICT systems. Every day,
several hundred new viruses and Trojans are smuggled
into ICT networks - in fact, there are already more than
50,000 different types of known viruses and Trojans.

If a new and more powerful virus was able to infect
large ICT systems, it could result in massive system
breakdowns. That could potentially shut down a whole
range of automated processes, paralysing entire supply
chains. Transportation and logistics companies depend

on ICT systems to keep operations running smoothly, so Signs that you

the impact would be severe.
P need to start
taking notice:

e ICTis becoming
integral to the
operation of key
systems

How could it affect your business? A self-assessment checklist.

What would be the financial consequences? () Minimal (O Moderate () Disastrous

How vulnerable is your business model? () Weak () Stable (O Resilient

How quickly can you react? (O Tomorrow () NextMonth () Next Year
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New computer
systems will operate
with more than

10 quadrillion
operations per
second — and crack
any password?

¥,

What if

cryptography
doesn’t work
anymore?

Source: IBM (2011)

Cell-phones, Internet protocols, email conversations
and many more communication processes are

based on cryptography that prevents unauthorised
parties from monitoring conversations. But what

if new super computers are powerful enough to
crack any cryptography system or password within
seconds? Communications in the transportation and
logistics industry, customer data, transport routes, Signs that you
freight content and further confidential data would

be accessible to competitors, criminals, and other need to start

unauthorised parties. taking notice:

¢ Computer systems are
getting exponentially

. . i . faster
How could it affect your business? A self-assessment checklist.

What would be the financial consequences? () Minimal () Moderate () Disastrous

How vulnerable is your business model? ) Weak () Stable (O Resilient

How quickly can you react? O Tomorrow O Next Month O Next Year



How could it affect your business? A self-assessment checklist.

What would the financial benefits be? () Minimal () Moderate () significant
How adaptable is your business model? () Setin Stone () We can change, but it takes effort () Flexible

How quickly can you react? (O Tomorrow () NextMonth () Next Year

Homeland Security
is testing the next
generation of
security screening
— a scanner that
can read your body’s
signals and sense
your intentions

What if you
know about

Source: CNN (2008)

the crime
before it
happens?

Terrorist attacks are a major social and economic
threat. They’re difficult to predict. But what if security
systems could recognise the signs someone gives off
when he or she is planning to commit a crime? If these
new high-tech security scanners were installed at
airports or in the camera surveillance system of a city,
security could become much more effective. Crimes
could be prevented before they occur.
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So what can you do to stress-test and improve your supply chain
security? In this chapter, we take a comprehensive look across five
dimensions of supply chain security (see Figure 7):

How to optimise your
security profile

* Personnel security
* ICT security

* Process security

* Physical security

* Supply chain security partnerships

and offer suggested activities for each area, supported by a key
performance indicator (KPI) and the time horizon for when the activity

could be put into practice.

Some areas we highlight will be most
relevant for customs, law enforcement
officials and governmental regulatory
bodies, others may apply more to private
sector businesses spanning the supply-
demand network, including tiered
suppliers, 3 party service providers,
OEMs and customers. But everyone will
need to work together.

As a result of a generally increased
focus on improving security, advanced
technology to monitor and ensure

the security of global trade flows

has been refined and improved.

Some governments have passed
tighter security regulations and in
some cases new standards have also
been developed. These include the

establishment of the supply chain
security standard ISO 28000, the

24 Hour Advanced Manifest Rule,
Authorised Economic Operator and
C-TPAT certifications, as well as joint
cooperation between international
military and private shipping firms
sailing in high risk international waters
(combating piracy). Most recently, the
US has passed legislation introducing a
100% scanning requirement for all US
bound maritime cargo. The European
Commission is currently assessing a
similar endeavor. These regulations
and technologies can be viewed as
today’s state of the art in the field of
supply chain security. These initiatives
are likely to continue in the future and
could develop into other opportunities.
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What might such opportunities

look like? There is a wide range of
possibilities for improving supply chain
security. On the following pages, we
sketch out a range of possible options.
Our list is not exhaustive, and not every
activity will be a good fit for every
organisation, particularly as existing
legislation varies around the world. It
should, however, serve as a pragmatic
starting point for thinking creatively
about how you can optimise your
security profile. It can also help promote
discussion with supply chain partners
about how to work together to improve
the security of shipments throughout the
entire supply chain.

Figure 7: Dimensions of the supply chain security profile

SCM Security
Standard Risk Profile

Partnerships Development

with Standard Security
Setters and Training

Authorities
Partnerships S(_ecurity
with Suppliers Security Personnel Guidelines
Partnerships Security

= " Supply Security
ranspol Chain Enabling

SslamE. Security Technologies

Physical
Security

Access Vulnerabiliy
Control Process Check
Security

Invent_ory Accessibility
Security

Handling Transport
Security Security

40 PwC



Personnel Security

Security Activity KPI Time horizon
dimension
Risk profile set up for job applicants and employees® Percentage of screened job applicants and employees 2015 - 2020
Risk profile follow up: regular interviews with employees,
P . p-reg . ploy Percentage of screened employees 2020 - 2025
annual police clearance certificate
Risk Profile ; ;
Drug testing for employees at regular intervals (on-
9 9 ploy 9 ( Drug consumption, alcohol level etc. 2020 - 2025
demand)
Continuous surveillance of employees in private and
) Percentage of employees observed 2025 - 2030
public
. . . Percentage of employees who participated in trainings; B
Annual supply chain security training for employees days of participation 2011 - 2015
Security Training - -
Surprise drills for security preparedness _Number _Of surprise drills; percentage of e_mployees 2020 - 2025
involved; percentage of failed surprise drills
Security Security code manual for employees Existence; level of familiarity 2011 - 2015
Guidelines Whistle blower management policy, hotline Number of security related whistle blows 2015 - 2020

ICT Security

Security Activity KPI Time horizon
dimension
. . Percentage of supply chain activity covered by sensor
Sensor and actuator solutions for transportation assets h 2015 - 2020
and actuator solutions
GPS, Zigbee connectivity with transport assets Percentage of supply chain activity covered by GPS 2020 - 2025
Security Ubiquitous RFID tags (active and passive) Percentage of supply chain activity covered by RFID 2020 - 2025
Enabling Analytic sourcing tool for supplier risk, inspection at Number of suppliers that are screened and monitored 2015 - 2020
Technologies source and security through the sourcing tool
Intelligent, real time SCM security event management Number of intelligent applications used for decision 2025 - 2030
applications® making for core end to end supply chain
Supply chain security robotics™ gléri]?'(t;/er and functional depth of security robots in a 2025 - 2030
Computer based simulations on supply chain security .
i X . Results of corresponding test 2015 - 2020
disruptions and vulnerabilities
Vulnerability Atrtificial intelligence applications for risk analysis and .
Check ) ) Results of corresponding test 2015 - 2020
targeting for global shipments
Ubiquitous test attacks on ICT system Number of successful attacks 2011 - 2015
Worldwide information sharing of high risk shipments Performance results of tests conducted by external 2015 - 2020
Accessibility between customs and law enforcement authorities auditors
Encryption, protective firewall and coding of information | Benchmark with leading technologies, scripts, etc 2011 - 2015

Process Security

Security Activity KPI Time horizon
dimension
Real-time re-routing of ships sailing in dangerous waters ) .
) Number of piracy threats avoided 2020 - 2025
based on GPS signal
Armed crew members and special armoury stations in Number of armed crew and armouries of members on a
) L ) 2015 - 2020
Transport transportation assets ship, aircraft or rail asset
Security
Insurance of transported goods when appropriate Percentage of goods insured 2011 - 2015
Record of employees activities in product construction Percentage of value-adding processes that can be
; 2015 - 2020
process traced back to the respective employee
Automated dispatch operations validation check Percer?tage of automated checks within dispatch 2011 - 2015
operations
Handling Automated receiving operations validation check Percen‘tage of automated checks within receiving 2011 - 2015
security operations
Screening of goods between the various supply-chain .
Percentage of goods being screened 2015 - 2020

steps
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Physical Security

Security

) T Activity KPI Time horizon
dimension
Inventory verification Percentage of supplies being screened 2011 - 2015
Inventory Safety stock levels CPS;(t:(f:::ie of inventory as buffer to suppliers and 2011 - 2015
security . .
Surprise stock counts Number of variance analyses conducted per year 2011 - 2015
Insured inventory Percentage of inventory covered by insurances 2011 - 2015
Biometrics and personalised access control for Percentage of supply chain activities supported by 2015 - 2020
personnel biometrics or personalised access control
Specially designed locations within the logistics facility Size of fully secured space within the logistics facility 2011 - 2015
Access control Intelligent camera systems with 3D facial recognition for . i . . .
. e . Number of intelligent cameras installed in a premises 2025 - 2030
identifying theft and pilferage
Controlled access to restricted areas or goods Percentage of personnel that have access to restricted 2015 - 2020
areas or goods
Sealing of loading units Percentage of loading units being sealed 2011 - 2015
Electronic seal / smart containers / intelligent transport
Transport 9 P Percentage of containers equipped with electronic seal 2015 - 2020
equipment assets
Development of specially designed secure transport Percentage of specially designed secure transport 2020- - 2025
assets®’ assets in fleet
Security Partnerships
Security Activity KPI Time horizon
dimension
Supplier security certifications mandatory Percentage of suppliers which have been certified 2015 - 2020
Ability to substitute suppliers Time required to shift from one supplier to another 2011 - 2015
Partnerships Full visibility over tiered supply network (suppliers’ Percentage of suppliers revealing their suppliers; 2015 - 2020
with suppliers suppliers) percentage of suppliers from high-risk countries
Ability to track and trace value-adding processes of
¥ 9P Percentage of goods tracked while in supplier processes 2015 - 2020
suppliers
War-gaming practice Performance in war-gaming exercises 2015 - 2020
i 0,
100% compliance with AEO/C-TPAT requirements Number of supply chain partners that are 100% AEQ/ 2011 - 2015
C-TPAT compliant
Partnerships Number of supply chain partners with ISO 28000
_ u upply i wi _
with standard ISO 28000 mandatory designation 2015 - 2020
setters and
authorities Centralised data repository for all cargo shipments and ) )
100% of all global trade shipment in the central data Percentage of shipment data flowing through the central | 515 _ 5009
data repository
repository
SCM security Risk identification and analysis Percentage of covered/insured risks 2011 - 2015
standard
development Contingency planning Number of prepared contingency plans 2011 - 2015
and
implementation Post crisis management Time required to react to interruptions 2015 - 2020
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In this fourth volume of Transportation & Logistics 2030 we continue

to use a methodology of futurology known as the Delphi technique.
Working together with the Center for Futures Studies at the Supply
Chain Management Institute (SMI), we were able to use an improved
version of the Delphi methodology, which we believe brings significant
advantages for both surveyed experts and the monitoring team.

The classic Delphi technique was
developed at US RAND Corporation
in the 1950s. Their goal was to
overcome some of the weaknesses that
group studies often suffered from,

for example, the ‘bandwagon’ effect,
where group members follow the lead
of the majority, or the ‘halo’ effect,
where group members follow the lead
of someone who they think is the
most knowledgeable expert. Instead,
they wanted to systematically develop
expert opinion consensus about future
developments and events.

The usual Delphi forecasting
procedure takes place in the form of
an anonymous, written, multi-stage
survey process, where feedback of
group opinion is provided after each
round. We designed our Delphi as

an Internet-based, almost real-time
survey.®® The use of an Internet survey
form (RealTime Delphi) that provides
immediate feedback streamlines the
classical procedure. It makes the
process more interesting and convenient
for the surveyed experts, who can
see data trends immediately. Using
this technique, we were also able to
automate much of the data analysis.



Based on extensive desk research,
expert consultations, and workshop
sessions, PwC and SMI developed 14
theses around the future of supply
chain security (see overview of theses in
Figure 12). Panellists rated each thesis’
probability of occurrence (0-100%),

the impact on the transportation and
logistics industry if it occurred (5-point-
Likert scale) and the desirability
(5-point-Likert scale). They were also
given the option to provide supporting
arguments for all answers. Once a
panellist finished giving answers for the
first round, the statistical group opinion
of all participants was calculated
immediately. Panellists were then shown
a second round screen (see Figure 8).
The final results of the RealTime

Delphi survey formed the framework to
analyse future opportunities. Our team
conducted additional expert workshops,
where we used both the extensive
qualitative survey data and the results
of desk research to better understand
future trends.

Figure 8: RealTime Delphi screen
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Delphi Panel Overall 80 of the invited experts

The objective of Delphi studies is not
to obtain a representative sample of a
population, as with most conventional
surveys. Rather, Delphi research aims
for a high inclusion of expertise. Our
panel included a significant number
of experts from business, mainly
C-suite level executives and decision
makers from global companies. Key
criteria for our selection of RealTime
Delphi participants were industry and
educational background and work
experience, as well as function in and
outside the organisation.

(69%) were from industry, 16 (20%)
from politics or associations (see

representatives from all modes of
transport. That means we were able

account a broad view of the industry.

participated in the study, of which 55
were from science and 9 (11%) came

Figure 9). The industry share included

to develop a perspective that took into

Figure 9: Segmentation of Delphi experts
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The study also has a truly global
perspective. Participants were based

in 25 different countries, ensuring a
balanced and global view (see Figure
10). Around 60% of the respondents
came from developed countries, and
around 40% were from emerging
countries. Thereby, we were able to take
into account the views of experts from
both emerging and mature economies.

Figure 10: Geographic origin of Delphi panellists
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Represented Countries: Australia, Austria, Bahrain, Belgium, Canada, China, Czech Republic, Finland, France, Germany, India, Ireland, Italy, Malaysia,
Netherlands, Oman, Russia, Singapore, South Africa, South Korea, Sweden, Switzerland, UK, Ukraine, USA.
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Experts’ underlying
assumptions about attacks
on supply chains

The Delphi survey results showed that
panel experts fell into two distinct
groups, ‘concerned’ (58.75%) and
‘relaxed’ (41.25%) panellists. The first
group, concerned experts, believes
that the number of supply chain
attacks will strongly increase in the
future. Concerned expects saw our first
projection (i.e. “2030: The number of
attacks on supply chains has increased”)
as highly probable. In contrast, the

second group, relaxed experts, doesn’t
believe that the number of attacks on
supply chains will significantly increase
in the future. They therefore rate the
probability of our first projection as very
low.

The experts’ assessment of the first
projection sets the tone for their
assessment of the entire range of
projections. Compared to relaxed
experts, concerned experts ranked every
single projection as more probable, and
many of them as significantly more
probable, as shown in Figure 11.



Figure 11: Response behaviour of ‘concerned’ versus ‘relaxed’ experts
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The survey process

One of the major advantages of the
Delphi process is that experts can
consider the views of their peers
(anonymously) and potentially re-
consider their own answers when
presented with solid rationales for a
different position. The panellists in
our Delphi survey took full advantage
of this dynamic process. During the
eight weeks we ran the survey each
participant took part on average in

2.1 Delphi rounds. That means each
participant on average ran through both
a first and second round per thesis and
also logged on 1.1 additional times to
re-assess their answers. The maximum
number of rounds measured was six.

The statistical group opinion per thesis
was provided in the form of a box plot,
also known as a “box-and-whisker plot”.
Numerical data is shown together with
several characteristics of the data series
(e.g. median, distribution, outliers).
Participants were also able to review
the comments and arguments already
submitted by other experts for each
projection. At the end of a full survey
cycle, i.e. first and second round screens
for all theses, each panellist was also
shown a consensus portal. This meant
the panellists could view how their
answers compared to those of the group
as a whole. Each respondent was then
able to access each thesis separately at
any time until the final closure of the
portal, allowing the experts to check for
updates and revise their own estimates.
There were 1,220 written arguments
provided; that is the equivalent of more
than 15 comments per expert. The large
number of comments shows a high
level of engagement on the part of the
panellists, underscoring the quality of
the data.
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Figure 12: Overview of theses

No.  Theses for the year 2030 EP (o] | D
1 The number of attacks on supply chains has increase 56% 34 3.7 1.4
Logistics hubs (including ports, airports) and infrastructural nodes (bridges,
2 < ¢ 2 ports) (bridg 58% 29 3.9 1.2
narrows, channels) are preferred targets for attacks
Targeted attacks on supply chains or hubs have destabilised the economies
3 ) 49% 35 3.5 1.3
of some regions
Cyber attacks are causing more damage to supply chains than physical
4 at)t,acks s < AR A 49% 40 3.7 1.4
The number of attacks on supply chains by competitors, for example in
5 the form of sabotage, industrial espionage or manipulation has increased 30% 30 2.9 1.3
significantly
6  Security has become one of the most important cost drivers for logistics 57% 30 3.5 2.2
Government institutions play the leading role in ensuring secure s |
7 Ch:ins nstitutions piay ng rolé In ensuring secure supply 44% 28 3.4 2.8
8  Using advanced technology is the best way to guarantee security 59% 25 3.5 3.0
9 Regional threats to security have caused shifts to transport routes 61% 25 3.6 1.9
Supply chain complexity has been reduced due to unresolved securit
10 CUPPY Py Y 30% 20 3.2 2.2
problems
S ity audit | | the whol ly chain, f
11 ecur.l y au : its are Compl..,l sory along the whole supply chain, from raw 70% 25 38 3.4
material delivery up to point of sale
Strategies to cope with emergencies are a more effective means of dealin
12 | >l pe W emers \ SV 20 3.0 25
with supply chain disruption than preventative measures
C d data pri i ingly i d in f f t
13 oncc.erns around data privacy are increasingly ignored in favour of greater 57% 20 3.1 54
security
14 Additional security measures have resulted in increased transport times 64% 30 3.8 1.9

EP = estimated probability; I= Impact; D= Desirability
Measures of C = consensus (interquartile range <= 25); dissent (interquartile range > 25)
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criminal background and obtaining a police
clearance certificate.
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place in the supply chain real-time, e.g.
loading of goods, dispatch, geo location etc.
If an alert is triggered based on an event
(breach of security), then the intelligent
agent makes a decision on the mitigation of
security breach automatically without human
intervention (artificial intelligence based
system).

This will include robots specifically designed
and built to monitor and guard high value,
high risk goods in transit and maximum
security storage areas. In addition, these
robots can be used to detect and remove
dangerous goods from transportation assets
such as ships, rail wagons, trucks, etc.
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armored trucks and rail wagons
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