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Financial Crime - Are you prepared?

Key message

The FSA has a stated objective of reducing the extent to which the companies it regulates
can be used for a purpose connected with financial crime. Whilst it has always had this
objective, it has, until recently, tended to focus its attention on anti-money laundering
(‘AML’). However, at the FSA’s recent conference on fraud and money laundering, Philip
Robinson, Financial Crime Sector Leader announced a shift in focus and set out the FSA's
vision on how it intends to address the wider aspects of financial crime in the companies that
it regulates. The platform was shared by Leigh Lewis, Permanent Secretary, Crime,
Policing, Counter Terrorism and Delivery and other key Home Office officials, who
emphasised the seriousness with which the Government was treating financial crime. The
message that the Government and the FSA delivered was that:

Financial crime is a serious matter that can undermine the safety and security of the
country. Senior management of financial services companies are responsible for
ensuring that their companies are sufficiently well controlled and structured to
prevent them being used by criminals or terrorists. Companies that are found not to
have appropriate controls will be investigated and action may be taken.

In light of this change in focus by the FSA, management must ask the following questions:

] Are you and your staff aware of your personal obligations under the Proceeds of
Crime Act?

= Is fraud on the Board agenda and is it properly discussed?

] Is there a properly disseminated fraud policy, which has board approval, and a

whistle blowing hotline that works effectively?

= Do you receive reports on the fraud costs and risks within your organisation on a
regular basis?

You may be surprised by the responses that you receive.

Background

The FSA's fourth statutory objective is to “reduce the extent to which it is possible for a
business carried on by a regulated person to be used for a purpose connected with financial
crime”. In December 2003 the FSA published Discussion Paper 26 (DP 26) entitled
‘Developing our policy on fraud and dishonesty’. The aim of the paper was to stimulate
discussion around the FSA'’s role in reducing fraud and dishonesty in the financial services
industry. The FSA has now published its approach to the supervision of financial crime and
announced its initiatives at a conference at which senior members of government and law
enforcement agencies were present.

Page 1
October 2004



-
=
O
=
O
U
>
.
>
B
O
P
Jos
O
C
S
=
-

Pushing fraud up the agenda

The concept of financial crime and the controls required to address it should not be new to
senior management. Although fraud has not had the profile that other types of financial
crime have had in recent years, the FSA Handbook nevertheless requires firms to establish
and maintain systems and controls to counter the risk that their business may be used to
further financial crime. Senior management are required to report ‘significant’ frauds, errors
and irregularities to the FSA. The FSA has noted that very few reports are made to them
and are querying why — is it because there are inadequate controls in place to identify such
reportable events?

FSA’s approach to monitoring financial crime

The FSA delivered a strong message that senior management are responsible for ensuring
that there are adequate systems and controls around financial crime within their
organisations under Senior Management Systems and Controls (‘'SYSC’).

The FSA expects
= Senior management to take responsibility for managing fraud risks; and

= Firms to have effective systems and controls in place that are proportionate to the
particular risks they face.

The FSA has not changed its focus in this regard - it is the supervision of those controls that
is going to have an impact on firms. Over the coming months the FSA will be paying more
attention to a firm’s arrangements for managing its fraud risks as part of its general
supervisory and other regulatory activities: and depending on what they find, and the
circumstances surrounding it, they have not ruled out taking action against those found to be
deficient.

Financial crime and operational risk

Whilst not given prominence by the FSA in their announcement, the FSA’s redirected focus
could be used to the advantage of financial services firms. Those entities impacted by the
US Sarbanes-Oxley Act should already be aware of the impact that fraud and other aspects
of financial crime can have on their operations and the risk of a material misstatement
therein. With the anticipated adoption of Basel I, financial services companies who want to
adopt the Advanced Measurement Approach (“AMA”) would be remiss if they were not in a
position to measure and control fraud risk as an operational cost. Thus the FSA'’s initiative
should create an opportunity for an organisation to consider its overall fraud environment,
identify its risks, assess its controls and measure its losses. If appropriate systems are in
place to allow the control of this operational cost then this should provide a company with an
advantage in respect of the amount of required capital as well as defending its reputation
and complying with the requirements of the FSA Handbook.

Financial crime risk management

A company that does not have sufficient and appropriate controls in place to address the
risks of it being exposed to financial crime may therefore suffer not only the cost of losses
through frauds perpetrated against it but also regulatory action for failures in SYSC and
possibly a capital cost. As a result of the FSA’s initiative, firms should therefore assess their
financial crime prevention environment and the controls that they have in place to prevent
them from being used for a pupose connected to financial crime. They should also assess
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their own and their staffs’ level of awarenss regarding their personal legal obligations and
those of the company. To do this effectively, management should:

= Ensure that financial crime is on the Board agenda, that there is a fraud policy with
appropriate senior management support and an effective whistle blowing hotline;

= Undertake a financial crime risk assessment and define the risks; and

= Define how they are going to value and record fraud risks and create a monitoring and
recording system. Prepare appropriate Ml and disseminate it, reporting the results to the
Board.

A number of companies may not currently meet these benchmarks, however taking
appropriate steps to do so will ensure not only regulatory compliance, but meet the legal
obligations of management and enable the risks of financial crime within the company to be
better known and controlled.
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Financial services bulletin

PwC'’s UK Financial Services Regulatory
Practice comprises 120 partners, directors,
managers, and staff dedicated to providing pro-
active regulatory advice to authorised firms and
other financial institutions within the UK,
Europe, and elsewhere. Our team blends the
experience of former senior regulators,
compliance managers, industry personnel and
staff with an assurance/client facing
background, to provide clients with an
unparalleled knowledge of the regulatory rules,
codes of conduct and the prudential
supervisory framework

This bulletin is produced periodically to address
important issues, affecting the financial services
industry. If you wish to receive it by e-mail or if
any of your colleagues would like to be added
to the mailing list or if you do not wish to
receive further editions, please write to

Kirsty Parker
PricewaterhouseCoopers
Southwark Towers

32 London Bridge Street
London SE1 9SY

Or send an email to: kirsty.parker@uk.pwc.com

PricewaterhouseCoopers (www.pwc.com) is
the world’s largest professional services
organisation. Drawing on the knowledge and
skills of more than 120,000 people in 139
countries, we build relationships by providing
services based on quality and integrity.

(“PricewaterhouseCoopers” refers to the
network of member firms of
PricewaterhouseCoopers International Limited,
each of which is a separate and independent
legal entity.
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Contacts

At PricewaterhouseCoopers our teams are specialised in assisting firms with financial crime

risk management. Our areas of expertise include:

= Fraud risk management reviews;

= Corporate governance reviews in relation to financial crime risk management (including

S404);

= Regulatory compliance reviews (e.g. money laundering, market abuse); and

= Regulatory and forensic Investigations (e.g. fraud, accounting irregularities, money

laundering, market abuse).

If you require any further information please call or e-mail your usual
PricewaterhouseCoopers contact or the following Financial Crime specialists:

Andrew P Clark

Partner, Forensic Services

020 7804 5761

andrew.p.clark@uk.pwc.com

Mark Hunter

Partner, Forensic Services

020 7804 5320

mark.hunter@uk.pwc.com

Sian Herbert

Director, Forensic Services

020 7212 4351

sian.a.herbert@uk.pwc.com

Copyright© 2004 PricewaterhouseCoopers. PricewaterhouseCoopers refers to the network of member firms of PricewaterhouseCoopers
International Limited, each of which is a separate and independent legal entity. All rights reserved. Designed by ABAS Design &
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