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(Auto)mobile hot spots 
Car starter apps via smart phones, touch-screen 
climate control, tire pressure monitoring systems… 
the modern automobile has never provided more 
electronic  features.  With GM’s recent commitment 
to offer in-vehicle wi-fi across all four of their brands 
by 2014, cars are likely to become  more like mobile 
computing stations than driving machines. Indeed, 
the delineation between cars and computers have 
blurred with the onslaught of new technologies, 
underlining the transition from a piece of hardware 
with software components to a primarily software-
based machine. And with this paradigm shift comes 
inherent security risks, remote hacking, data 
privacy, and system reliability being among the chief 
concerns.  

Beware: malware 
So where, then, are the areas of vulnerability within 
our cars? The average car has evolved into a complex 
labyrinth of as many as 70 independent electronic 

 

control units (ECUs) with dozens of microprocessors 
and several million lines of binary coding. The first 
ECU was created to measure and control exhaust 
fumes, but internal computing components have 
now proliferated into a complex, interconnected web 
of peripheral networks – all of which are susceptible 
to threats like viruses, malware, and denial-of-
service hacks.  The most vulnerable place for 
malicious components to be released, whether 
through direct physical means or remote wireless 
access, is the car’s on-board diagnostics (OBD-II) 
port. This interface, usually located underneath the 
dash, provides access to a full range of functions, 
most commonly to telematics services for vehicle 
diagnostics, emergency response, and vehicle 
recovery. It’s also a driver’s connection point 
through wireless devices that can unlock doors and 
start engines. The OBD-II port is also directly 
connected to the vehicle controller area network 
(CAN) buses – where most functions are controlled. 
This means that, with access to the OBD-II port, one 

Technological advances with telematics and infotainment have resulted in 
enormous amounts of software and electronics – many of which are now 
standard features. As cars find their way into the information age, how 
should OEMs address automotive cyber risks? 
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Examples of in-vehicle  
electronic control units (ECUs) 

OBD-II 

Audio 
Engine and Transmission Control Unit 

Anti-Lock Brakes 

Tire Pressure Monitoring  System 

Telematics 

Keyless Entry 

Window/Lock Control 
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US: In-Vehicle Connectivity Systems 
Native Connectivity System by Brand 

US: Factory-Installed Technology by Model Year 
2002 – 2012  (millions) 
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could conceivably take over ECUs responsible for 
controlling audio systems, cruise control, anti-lock 
brake system, power steering, and transmission 
functions. With remote access, a hacker could 
potentially tamper with GPS routing signals, steal 
sensitive and/or personal data, and even disable the 
vehicle entirely. Essentially, the primary channel 
used for infotainment and telematics is also an open 
portal to essential vehicle functions that is 
vulnerable to a host of security concerns.  

Automotive anti-virus 
While few cases of remote  car hacking have been 
reported, the issue certainly merits attention, 
particularly from OEMs and suppliers. In-vehicle 
technology is expected to continue progressing at 
warp speed, compounded by various modes of 
connectivity – smart phones, blue tooth, telematics, 
and USB devices among others. As such, caution 
should be exercised to ensure that ECUs and 
integrated vehicle networks are adequately protected 
 
 

from malicious  access and intrusion. After-market 
OBD-II firewalls are currently available, but OEMs 
and suppliers should pay close attention and 
consider  developing built-in anti-hacking 
mechanisms to help prevent cyber attacks.  

The computing power within cars continues to grow, 
and automakers will need a comprehensive strategy 
for securing in-vehicle systems and data. Critical 
mechanical components and sensitive data both 
need to be evaluated and protected against viral or 
malware intrusion, but such measures are only 
further complicated by the vast array of ECUs. In the 
mean time, OEMs should proactively pursue cross-
sector integration, from vehicle conception to after-
market security solutions, to guard against these 
risks.  

Please visit www.pwc.com/auto to continue the 
discussion on cyber security and see how PwC can 
help. 
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Brand System 

Chevrolet myLink 

Ford SYNC with MyFordTouch™ 

Honda HondaLink 

Hyundai blueLink® 

Kia UVO 

Toyota entune™ 
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