




Sarbanes-Oxley Compliance Strategies for Retail & Consumer Companies 1

 1 Introduction 

 2 Strategies for sustainable compliance

 2 Getting the house in order

 3  Executive leadership and  
communication

 4 Charting the course

 6 Well-defined compliance office

 6  Assigning responsibility  
to business units

 7  Re-scoping and reassessing  
key controls and processes

 8 Identifying the right controls

 8  Mapping controls to  
financial statement assertions 

 9 Applying standardization techniques

 10 Changing the type of control

 11  “Upstreaming” controls

 13  Seeking harmony: evaluating CLCs and  
higher-level controls against objectives

 14  Redesigning and streamlining  
testing processes

 15 Leveraging internal testing

 16 Prioritizing the testing of controls

 16  Aligning §302 and §404 documentation  
and testing efforts

 17  Standardizing testing plans  
and templates

 18 Closing thoughts

 20  Appendices

 21  Appendix 1: Year one deficiencies  
and opportunities 

 23  Appendix 2: Spotlight on IT

Table of Contents



The first year of Sarbanes-Oxley 
compliance is well behind many 
of us, having exacted a significant 
toll in dollars and man hours on 
corporate America. US-based 
Fortune 1000 companies were 
projected to spend over $2.5 
billion in year one, according to 
AMR Research, and the retail and 
consumer packaged goods (R&C) 
industry sector was no exception. 
For many R&C companies, working 
toward Sarbanes-Oxley compliance 
was the largest project they had 
undertaken in several years. 

The second year of Sarbanes-Oxley 
compliance presents a unique 
window of opportunity for R&C 
companies to alter their compliance 
efforts before processes become 
too ingrained to change. Many 
companies are applying the 
lessons learned during year one to 

reformulate how they will address 
Sarbanes-Oxley compliance in 
year two and beyond. By reviewing 
year one compliance efforts 
and deficiencies, organizations 
are working to strike a balance 
between reducing the high volume 
of detailed work completed in year 
one and maintaining compliance. 
In line with the Public Company 
Accounting Oversight Board 
(PCAOB) and Securities Exchange 
Commission (SEC) clarifying 
guidance on internal control over 
financial reporting issued on 
May 16, 2005 (the PCAOB/SEC 
guidance), companies are looking 
at taking a more risk-based and 
top-down approach to increase 
efficiencies, eliminate unnecessary 
work and reduce costs while 
continuing to improve business 
processes and controls. 

Streamlining Sarbanes-Oxley Compliance 
for Retail & Consumer Companies
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To accomplish these goals, R&C 
companies are employing several 
leading strategies:

• “Getting the house in order.” With 
the right messaging coming from 
the top, effective communication 
throughout the company, strong 
project management, and a solidified 
organizational structure to ensure that 
the right people own responsibility for 
controls and compliance, companies 
are becoming more effective in 
their approach to Sarbanes-Oxley 
compliance. 

• Re-scoping and reassessing key 
controls and processes. To gain 
efficiencies, companies are taking 
steps to ensure that they are relying 
on the right controls—identifying 
and testing only the controls that are 
key to achieving control objectives 
and relevant financial statement 
assertions.  Companies are also 
using a risk-based approach and 
using knowledge gained from 
evaluating pervasive controls, such 
as company-level controls (CLCs) 
and information technology general 
controls (ITGCs), to vary the nature, 
timing and extent of testing. 

• Redesigning and streamlining testing 
processes. To reduce the cost and 
overhead of testing, companies are 
employing strategies in year two 
that were not possible in year one, 
including more upfront and ongoing 
coordination with external auditors.  
This allows the auditors to use the 
work of others more extensively and 
enables companies and their auditors 
to further integrate the financial 
statement audit with the audit of 
internal controls over financial 
reporting.  In addition, companies are 
taking a more risk-based and more 
standardized approach to testing.

This white paper explores these 
strategies, providing R&C companies 
with recommendations for sustaining 
Sarbanes-Oxley compliance, increasing 
efficiencies and reducing the resources 
required for compliance efforts in 
year two and beyond. In addition, the 
Appendices provide an overview of 
some key areas where deficiencies 
were often found and opportunities 
exist, with a spotlight on information 
technology (IT). 
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• Having executive leadership who 
communicate Sarbanes-Oxley 
priorities clearly and consistently 
throughout the organization

• Charting the course:  designing a 
well-thought out project plan and 
underlying resource plan

• Possessing a well-defined 
“compliance office” responsible 
for planning and executing the 
§404 compliance process, and 
appropriately integrated into 
the company’s organizational 
structure

• Assigning responsibility for 
underlying business process 
and controls to business units 
as well as empowering and 
holding accountable business 
unit leaders and employees who 
are responsible for performing 
compliance controls

Getting the house in order
Experience in the field has shown that R&C companies that are realizing 
more cost-effective compliance success in year two have several 
characteristics in common. These include:

Strategies for sustainable compliance
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We cannot emphasize enough the 
integral role executive leadership and 
communication play in a successful 
compliance program. R&C companies 
with effective Sarbanes-Oxley 
compliance efforts share a common 
trait: C-level executives who have 
clearly mandated the organization’s 
commitment to Sarbanes-Oxley 
compliance—and who echo this 
message repeatedly throughout 
the year. C-level executives, as well 
as others in management, must 
stay focused on Sarbanes-Oxley, 
recognizing that strategies for long-
term success more closely resemble 
a marathon than a sprint (i.e., it’s not 
over, rather an ongoing requirement). 
Executive leadership needs to foster 
a “controls mindset” throughout 
the organization, encouraging both 
compliance leaders and process 
owners to take a proactive approach to 
compliance throughout the year. 

Nothing underscores leadership’s 
commitment to Sarbanes-Oxley 
compliance more powerfully than the 
appropriate allocation of personnel and 
capital. Any successful compliance 
program requires the involvement of 
senior executives who can plan and 
make appropriate decisions, along 
with well-trained personnel to act on 
them. In year one, some companies we 
observed had excellent organizational 
structures and processes in place, but 
still experienced issues because they 
had not properly evaluated the quality 
of resources placed in key positions, 
or had not appropriately empowered 
them. As a result, these companies 
faced serious challenges in meeting 
Sarbanes-Oxley requirements. Along 
with allocating the proper personnel, 
companies must ensure that the 
individuals assigned are appropriately 
trained, motivated and supervised.

Executive leadership and communication
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Sarbanes-Oxley compliance is an 
ongoing requirement, involving 
coordinated processes throughout the 
organization that must be effectively 
managed.  A well-thought out and 
comprehensive project plan should be 
the starting point for driving sustainable 
compliance in year two and going 
forward. In year one, most companies 
were forced to undertake the mammoth 
Sarbanes-Oxley project without a 
comprehensive plan, an undisciplined 
approach that resulted in higher costs, 
inefficiencies and an enormous effort 
at the end of the year by both the 
companies and their auditors. While 
some of the frustration was the product 
of changing guidance, in year two, 
companies are recognizing that good 
project management—from scoping, 
documenting, testing, evaluating, 
and reporting to putting into place 
processes that align §302 and §404 
efforts and effectively remediate 
deficiencies—is crucial. Good project 
management allows companies to be 
strategic in their efforts to ensure that 
they are as disciplined, cost-effective 
and time-efficient as possible. When 
building project plans, R&C companies 
must also be sure to address the 
other pervasive COSO compliance 

areas. For example, companies are 
encouraged to place more rigor 
regarding such activities as conducting 
and documenting criminal background 
checks on financial personnel and in 
developing their risk assessments, 
which are anticipated to come under 
closer scrutiny. 

To help ensure successful execution, 
a realistic resource plan must also be 
built based on the overall project plan.  
Many companies underestimated the 
resources needed for their Sarbanes-
Oxley compliance efforts in year one. 
In year two, with a solid project plan 
in place, R&C companies are relying 
on internal talent when possible but 
are also determining, early on, areas 
in which they might need outside 
expertise. These may include IT, 
tax, human resources and other 
specialized areas. To deploy resources 
strategically, companies are clearly 
defining roles and responsibilities within 
the company and providing additional 
training as needed. 

A solid comprehensive project plan 
encompassing resource needs is a 
“must have” to ensure proper focus of 
the compliance office function and to 
help drive successful Sarbanes-Oxley 
compliance.

Charting the course

Well-defined compliance office

Having a well-developed organizational 
structure for addressing Sarbanes-
Oxley compliance can mean different 
things for different R&C companies. 
While each company will have its 
own unique structure, there are best 
practices that help companies ensure 
the success of their compliance office. 
Specifically, the organizational structure 
should clearly delineate work flows 
throughout the company as well as 
describe roles and responsibilities 
for all employees. The system must 
also be closely monitored so that 
the company can make changes 
to accommodate alterations in 

regulations, personnel or organizational 
needs. To build a sustainable 
compliance office, R&C companies 
need to consider the following:

• Location of the compliance office 
within the organization

• Clear definition of compliance office 
responsibilities

• Choice of an effective leader to head 
up the compliance office

Some companies made the year 
one Sarbanes-Oxley compliance 
effort exclusively an internal audit (IA) 
project or a function to be dealt with 
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by accounting and finance. Yet the 
isolation of Sarbanes-Oxley efforts 
within IA or accounting and finance 
served to reduce the effectiveness 
and efficiencies of company efforts 
as Sarbanes-Oxley compliance has 
proven to be a process that demands 
involvement from numerous functional 
areas within R&C companies. Taking 
this same, less successful approach 
into year two may impede the ability 
of these companies to create a 
healthy, sustainable compliance 
program. In determining the location 
and responsibilities of the compliance 
office, R&C companies should stay 
mindful of this year one lesson. The 
message here: Provide dedicated 
resources to the compliance effort and 
ensure the resource model is effective 
at integrating the overall compliance 
process among the various functions 
involved, such as finance, IT and 
operations management. 

To locate the compliance office 
appropriately within the organization, 
companies should ask themselves 
revealing questions. What does the 
company’s current reporting structure 
look like? Where does the talent 
reside? Are there available internal 
resources, or is new talent or help 
from third party resources needed? 
With a short list of location options in 
hand, decision-makers should evaluate 
whether the proposed structure will 
work within the company’s culture, 
and whether the structure supports the 
office that is focusing on Sarbanes-
Oxley compliance throughout the year.

Companies have successfully 
established compliance offices 
in a variety of locations within 
their organizational structures. 
Some companies have placed the 
compliance office within the accounting 
and finance department reporting 
to the corporate controller. Others 
have placed it within a separate risk 
management department, or have 
located the compliance function within 
the legal department or IA. Another 
option is to make the compliance office 
a separate, stand-alone function with 
a new executive-level chief internal 
control officer (CICO) at its head. The 
advantage of this approach is that it 
ensures dedicated resources to the 
compliance effort. 

Wherever it is located, the role of 
the compliance office is to oversee 
the §404 and §302 compliance 

processes and take responsibility for 
documentation and communication.  
The compliance office will typically 
drive such activities as planning, 
implementing and monitoring company 
policies and procedures, developing 
models, approaches, templates 
and tools for executing compliance 
activities, training staff and ensuring 
the overall effectiveness of compliance 
activities through effective project 
management.  We have seen examples 
where centrally-controlled R&C 
companies have included testing teams 
as part of their central compliance 
team and have deployed these teams 
to conduct actual testing out in the 
field.  We have also seen examples 
where other more decentralized R&C 
companies are successfully operating 
their compliance office through 
a handful of dedicated people at 
the corporate level, with all testing 
activities being conducted within the 
various business units.  Generally 
speaking, decentralized organizations 
will face additional challenges with 
Sarbanes-Oxley compliance, as 
compliance activities are likely to be 
more varied and dispersed throughout 
the organization, requiring additional 
coordination and communication up 
through the channels.

The compliance office needs a project 
leader—whether a CICO or other senior 
resource. This must be an individual 
with proper focus, expertise, seniority 
and clout within the organization if the 
compliance office is to run smoothly. 
In finding the right person for the job, 
organizations should consider the 
candidate’s exposure to the various 
segments of the company. Does the 
person have intimate knowledge of 
how the business functions, so he 
or she can help identify likely risk 
areas and appropriate processes and 
controls? Has the person worked for 
the company long enough to have 
gained the respect of colleagues? 
Finally, does the candidate have 
the proper credentialed financial 
background?

Once chosen, the compliance office 
leader is tasked with maintaining 
direct access to senior management 
and often has the authority to meet 
with the board, or board committee, 
independent of senior management. 
The compliance leader also 
coordinates with those responsible for 
compliance at the business unit level 
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In our experience, R&C companies 
who are most successful in their 
Sarbanes-Oxley compliance efforts 
are those who delegate ownership of 
controls to the business unit leaders 
and to the people within those units 
who are performing the controls. Only 
these process owners fully understand 
how to execute and document each 
control, making process owners perfect 
candidates for owning compliance. 

An added reason for assigning 
business units—and those within 
them who perform the controls—
responsibility for the controls is that 
the same people responsible for the 
controls will also be the most effective 
in performing remediation when 
circumstances warrant. If compliance 
is viewed as part of a business 
unit’s responsibilities, business unit 
leaders will more likely “buy into” 
the remediation process, give the 
process the attention it needs, and 
view themselves as accountable for 
changes. 

Business units also need to account 
for and effectively manage change. 
When a process owner transfers to 
another location, leaves the company 
or is promoted, for example, business 
units must have a process in place 
for ensuring that the new process 
owner is properly trained, and that this 
individual is documenting controls and 
communicating appropriately to the 
Sarbanes-Oxley coordinator or leader. 
Information system changes, including 
new functionality via customized 
enhancements, vendor upgrades, new 
outsourcing arrangements, or new 
system implementations, can also 
significantly affect business processes 
and underlying controls, and therefore 

require strong controls and significant 
oversight and review from compliance 
managers.  (See Appendix 2 for further 
discussion of IT considerations.)

R&C companies have taken a variety 
of approaches in placing responsibility 
for Sarbanes-Oxley compliance within 
the business units. A common best 
practice is ensuring that the Sarbanes-
Oxley coordinator/business unit leader 
works closely with the core compliance 
team, communicating as effectively 
as possible and with appropriate 
frequency upward to the compliance 
team and downward to process 
owners. The business unit leader will 
ensure that process owners understand 
their compliance responsibilities and 
are properly trained to carry them out. 
A good example of this is a consumer 
packaged goods company we are 
familiar with, who sends Sarbanes-
Oxley compliance representatives out 
to each business unit for two weeks. 
There, these representatives meet 
with process owners and business 
unit leaders to identify key controls, 
determine how to improve controls 
and solicit input from all parties on 
the resulting controls. Thus, process 
owners get the training they need, 
while business unit leaders and the 
compliance office are assured of 
process owners’ buy-in.

The example above is one of 
many underway in the R&C sector. 
Throughout the companies we have 
observed who have successfully 
pushed responsibility to their business 
units, a common thread is clear:  
consistent two-way communication 
between the business units and 
Sarbanes-Oxley compliance 
leadership. 

Assigning responsibility to business units

and serves as the liaison with Risk 
Management and other departments to 
ensure that adequate attention is given 
to compliance risk issues.

Some companies have or are 
establishing a steering committee 
to help set direction for compliance 
that includes not only the compliance 
leader, but also C-level executives 
and other key senior managers over 

financial control areas including IA. The 
steering committee sets policy and 
establishes the communication and 
reporting protocols and helps keep 
projects on track. Because the senior-
level people on the steering committee 
have central visibility, they are able to 
keep a holistic view of the compliance 
effort, and to redirect initiatives as 
needed.
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Taking into account the recent PCAOB/
SEC guidance, many R&C companies 
are employing a more top-down, risk-
based approach in the second year of 
their compliance programs.  Because 
of the pervasive effect of company-
level controls (CLCs), to utilize a top-
down approach the company must 
first test the design and operating 
effectiveness of the CLCs.  CLCs are 
discussed later in this white paper. 

This approach also involves re-
scoping, and reassessing which 
controls are “key controls” and thus 
subject to testing under §404. While 
many companies in year one took a 
conservative approach to scoping—
casting wide nets—these same 
companies are now reassessing based 
on appropriate metrics (operating 
results and financial condition) which 
entities (e.g., subsidiaries, divisions, 
business units and locations) are in 
scope for Sarbanes-Oxley testing 
purposes. They are also applying 

an assessment of inherent risk in 
evaluating significant accounts. In 
properly determining which controls 
are the “key controls,” we believe 
companies are required to go through a 
process of mapping controls to control 
objectives and the financial statement 
assertions related to the significant 
financial statement accounts. When 
done properly, we have seen this 
exercise result in a significant reduction 
in the number of controls identified as 
key controls. We are also observing 
R&C companies successfully applying 
standardization as part of the controls 
evaluation process to streamline 
efforts, and critically assessing the 
type of controls—looking to CLCs and 
higher-level controls and seeking to rely 
on automated controls where possible.  
Through these efforts, R&C companies 
are able to develop a more efficient 
and effective testing plan, including 
the variation of the nature, timing and 
extent of testing.

Re-scoping and 
reassessing key 
controls and  
processes 
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We believe that for R&C companies to 
be successful in reducing the number 
of controls being tested, maintaining 
the quality of controls and meeting 
Sarbanes-Oxley requirements, 
decision-makers first need to 
determine which controls are the right 
ones. This process can help identify 
the controls that need to be operating 
effectively to ensure that the financial 
statements are free from material 

misstatement—in other words, the key 
controls.  In identifying key controls, 
management may want to start with 
the question for each account and/or 
cycle — “What is the one control we 
cannot live without?”  By going through 
this analysis, R&C companies can 
eliminate non-key controls for testing 
purposes. To get there, we have seen 
R&C companies employ the following 
leading practices. 

Identifying the right controls

Having determined significant financial 
statement accounts, companies need 
to identify key controls that can be 
relied upon to provide reasonable 
assurance related to the accuracy of 
those accounts, and that satisfy the 
related financial statement assertions. 
We recommend the following steps as 
a guide for this mapping exercise:  

1. Critically assess the financial 
statements, considering inherent 
risk as well as materiality thresholds 
to identify the significant financial 
statement accounts for year two.  
Both quantitative and qualitative 
factors (such as inherent risk, 
complexity, history of error, etc.) 
should be evaluated in making the 
determination.

2. Determine which financial statement 
assertions (i.e., existence/occurrence, 
completeness, valuation and 
allocation, rights and obligations, and 
presentation and disclosure) apply to 
each significant account.

3. Ensure that the key controls identified 
address all control objectives—
completeness, accuracy, validity and 
restricted access.

4. Meet with the company’s external 
auditors to get comfort on the 
outcomes. Do they agree with the 
company’s assessments?

5. Study the company’s documentation 
of controls and significant accounts.  
These controls may be year one 
controls, or a combination of year 
one controls and controls that have 
been added or revised due to a 
change in scope or in the nature 
of the control.  Identify the set of 
controls that provides coverage 
for the relevant financial statement 
assertions related to each significant 
account identified for year two.

6. Look at the process from end to end. 
There is likely a place or two along 
the process where there are key 
activities that must be controlled—
not every step within each sub-
process. By identifying the areas 
that need to be controlled, it should 
be possible to weed out non-key 
controls. In addition, certain controls 
may provide comfort on financial 
statement assertions covering 
multiple accounts. For example, 
in payables, certain authorization 
controls may cross over on every 
significant payables-related account.

7. Plan to test only those controls 
key to achieving control objectives 
and relevant financial statement 
assertions, and closely monitor and 
test those controls to ensure they are 
operating effectively throughout the 
year. 

Mapping controls to financial statement assertions
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Applying standardization techniques

8. Finally, document your thought 
processes along the way.  This will 
help support management’s rationale 
for decisions and provide a roadmap 
for addressing questions as they 
come up.

By working through this type of 
exercise, many R&C companies have 
succeeded in identifying and zeroing 
in on the right key controls, potentially 

saving both cost and time in ongoing 
Sarbanes-Oxley compliance efforts. For 
example, after implementing a process 
like the one described here, one retailer 
expects to reduce the number of 
controls tested from 2,200 in year one 
to approximately 700 in year two.

It is possible to further simplify and 
eliminate redundancies by creating 
a common controls platform with 
standard control objectives.  A good 
starting point would be to develop a 
standard chart of accounts, standardize 
reconciliations and similar control 
activities, and migrate to common 
systems where possible.  Using a 
standardization strategy, companies 
might require that all local controls 
be mapped to a centrally defined 
set of internal control standards that 
ensure all relevant control objectives 
are being met for each operating 
unit and in-scope process.  We 
have seen this strategy drive both 
consistency in documentation and 
approach and efficiencies in reporting 
and evaluation.  Although the control 
activities themselves may vary between 

business units or locations, as long as 
the control activity satisfies the stated 
control objective, the local control 
could be retained and linked into the 
standard controls set.  For example, 
one business unit might utilize a 
system-generated exception report to 
catch inventory-related errors, while 
another business unit on a slightly 
different system, might perform a 
manual review of a detailed inventory 
report to identify discrepancies.  By 
linking control activities with standard 
control objectives, overlapping controls 
can be identified and the number of 
controls can often be reduced.  One 
large retailer that successfully applied 
standardization techniques is estimating 
a reduction in the number of controls 
from 10,000 in year one to an estimated 
3,000 for year two.
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Changing the type of control

In tandem with the mapping exercise, 
R&C companies can also evaluate the 
type of controls they have in place. 
Doing this allows these companies to 
better identify controls that are more 
efficient and easier to test, and may 
result in further reduction in the number 
of controls. 

Automated controls are generally 
better and more efficient to maintain 
and test than manual controls which 
rely on people to perform them. In 
year one, companies may have relied 
more heavily on manual controls than 
automated controls for several reasons.  
For one, many R&C companies faced a 
significant challenge to understand and 
document automated controls in legacy 
systems which are common in the 
R&C sector.  Most companies are now 
in a better position to take advantage 
of updated systems documentation 
and replace manual controls with 
automated controls.  This is beneficial 
as testing manual controls can be a 
lengthy, resource-intensive process, 
generally involving re-performance, 
interviewing and observing process 
owners, and performing testing 
procedures for often large samples. 
When a company is able to replace 
a manual control with an effective 
automated control, the control can 
often be tested by simply checking 
that the system is working properly 
(and in the second year, by confirming 

that there were no changes to the 
automated control or process). In this 
manner, companies not only save time 
completing the business process itself, 
they also reduce the cost and time 
needed to test the control. 

Preventive controls are traditionally 
considered a stronger type of control 
when compared with detective 
controls, and can oftentimes be 
easier to test.  However, certain 
situations may allow for reliance 
on a good detective control.  In the 
retail environment, for instance, 
great emphasis is generally placed 
on reconciliations performed around 
sales audit and cash at the corporate 
level.  Control procedures around these 
reconciliations can often provide an 
effective detective control.  In instances 
such as these, it may be more effective 
and efficient to rely on a good detective 
control rather than on preventive 
controls.

No company is going to be able to 
replace all of its manual controls 
with automated controls, nor all of 
its detective controls with preventive 
controls. Generally, companies will 
employ a mix of all automated vs. 
manual and preventive vs. detective 
controls to achieve compliance. The 
key is getting the right balance, arriving 
at the right set of controls for the 
company’s environment.  



Streamlining Sarbanes-Oxley Compliance for Retail & Consumer Companies 11

“Upstreaming” controls

R&C companies typically rely on 
multiple locations to carry out their 
operations. Consumer packaged 
goods companies have plants 
and warehouses in addition to 
administrative operations, while 
retailers have various distribution 
centers and stores. One of the key 
questions posed repeatedly during 
the first year of Sarbanes-Oxley 
compliance was, “How much work 
needs to be performed at the various 
company locations?” Most companies 
took a conservative approach in year 
one, starting at the locations and 
looking first at transaction controls. 
Because many R&C companies 
typically deal with a high volume of 
low-dollar transactions, there were 
numerous transaction-level processes 
and controls to consider.  Effective 
controls at higher levels in the 
organization often went unidentified, 
and the evaluation of CLCs—related to 
the other more pervasive components 
of COSO—was left until late in the 
process.  As a result, companies (and 
their auditors) did not obtain the full 
benefit of altering the nature, timing, 
and extent of testing based on the 
assessed quality and effectiveness of 
CLCs and other higher-level controls.

For year two, some R&C companies 
are shifting their approach in line with 
the PCAOB/SEC guidance. Instead 
of starting with transaction-level 
controls, they are identifying key 
controls which may exist higher in the 
organization—at the corporate level or 
central location—that can supersede 
some of the lower-level transaction 
controls at the company’s various 
locations.  For simplicity, we’ll refer to 
this activity as “upstreaming.” Retailers, 
for instance, typically have centralized 
processes and controls around sales 
audit, and perform robust and detailed 
analytics around store operations at 
the corporate level.  Thus, retailers 
may be positioned to place more 
primary reliance on key corporate 
controls. It is critical that companies 
determine where in the process the 
truly effective control exists, and its 

relation to supporting controls.  In 
some instances, it may be appropriate 
to place reliance on a primary control, 
such as an automated 3-way match in 
the case of inventory processing, and 
to de-emphasize secondary controls, 
such as input controls over related 
inventory purchase orders, receiving 
and invoicing.  This strategy can help to 
identify and eliminate duplicate testing 
related to common control objectives 
and determine control areas where the 
nature and extent of testing may be 
reduced or varied.

In a similar example, a consumer 
products manufacturer or retailer may 
find that division-level authorization and 
system access controls over payroll 
costs may be relied upon and can 
reduce or replace store or plant-level 
controls tested around punch cards 
and paycheck distribution. 

In a third scenario dealing with 
retailer vendor promotional monies, 
identification and reliance on higher-
level controls can potentially result in 
more efficient testing and accurate 
assessment.  Since vendor activities 
typically entail small-dollar, high-
volume transactions that require 
judgment—and thus have an increased 
potential for human error—reliance 
on manual input controls may result 
in minor exceptions found through 
sampling, which could be misleading if 
extrapolated over the entire population.  
A more efficient approach to testing 
this area might include reliance on 
strong and well-documented CLCs 
over vendor transactions, such as 
frequent and robust management 
scrutiny of vendor allowance processes 
and analytics—combined with other 
higher-level controls such as vendor 
account reconciliations and exception 
reporting.  Proper monitoring of 
exception reports identifying non-
standard transactions, for instance, 
can uncover and resolve such errors 
as invalid chargebacks and improper 
accounting.

By upstreaming controls, companies 
are looking for opportunities to reduce 
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the number of lower-level controls 
to be tested, and to take advantage 
of controls that can be tested more 
efficiently, but which still address the 
risk of a material misstatement of a 
significant account at the assertion 
level. 

Highly decentralized organizations, 
however, may find it difficult to identify 
reliable controls at higher levels. Even 
so, these companies can assess 
analytics and other monitoring controls 
at the business unit level as a step 
towards upstreaming, while identifying 
opportunities to develop further 
controls higher up in the organization 
going forward. By formalizing and 
strengthening business unit controls in 
year two, even R&C companies with 
decentralized organizations may be 
able to reduce the number of controls 
to be tested at the store or plant level. 

On the other hand, R&C companies 
with well-controlled homogeneous 
divisions, or that have centrally 
controlled shared service centers, may 
find it more immediately possible to rely 
on existing controls at higher levels. 
For example, a consumer products 
manufacturing division operating on a 
common system platform with several 
plants and sound division-level controls 
may be able to focus most of the §404 
testing effort primarily at the division 
level.  Such controls might include 
CLCs operating at the division level; 
ITGCs and system-based application 
controls; division level general ledger, 
closing, account and financial analysis 

controls; and lower level analytics being 
reported up to divisional management. 
In instances where division-level 
controls would provide a high level of 
coverage over most significant financial 
statement accounts, controls at the 
plant level may only need to address 
certain key areas, such as those related 
to inventories (i.e., inventory quantities 
and related receiving and shipping 
input activities). This approach may 
allow R&C companies to significantly 
reduce the scope of detail transaction 
testing at plants or stores and may also 
reduce the number of locations tested.

Similarly, in a shared services 
environment where processing of 
payroll or accounts payable and cash 
disbursements is performed at a single 
central location, a significant number 
of the key controls may exist at the 
shared service center—with only a 
limited number of key controls found 
at the operating locations.  Even if 
not formalized as such, the existence 
of a shared services environment 
can offer R&C companies significant 
opportunities to leverage centralized 
controls and reduce or eliminate the 
amount of testing at the plant or store 
level.  For instance, with the presence 
of strong central controls over payroll 
processing, validation of input controls 
around payroll could potentially be 
accomplished at the shared service 
center, and conceivably cover all 
homogeneous plant/store locations 
under that shared service center.
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Seeking harmony: evaluating CLCs  
and higher-level controls against objectives

Evaluation of CLCs early on 
can potentially offer significant 
opportunities to decrease the nature 
and extent of testing of key controls, 
particularly in low risk areas, if the 
evaluation determines that strong CLCs 
are in place and operating effectively.  
The majority of CLCs—such as 
tone at the top, audit committee 
effectiveness, and code of conduct 
compliance—have only an indirect 
relationship to controls at the process, 
transaction or application levels.  
However, certain CLCs—such as 
detailed and precise business process 
reviews (BPRs) and direct monitoring 
of controls that satisfy one or more 
financial statement assertions—have 
a direct relationship with lower-level 
controls and can result in less testing of 
transaction-level controls at the various 
locations.  The existence/absence and 
strength/weakness of CLCs should 
play a significant role in determining 
the nature and extent of testing of key 
controls to be relied upon at the lower 
levels.

There are several considerations R&C 
companies should take into account 
if seeking to rely more heavily on 
CLCs and other higher-level controls.  
Because higher-level controls tend to 
be more informal and undocumented, 
companies need to first determine 
what higher-level key controls currently 
exist, and ensure that these controls 
are appropriately documented. For 
example, retailers typically conduct 
frequent and detailed analytical reviews 
at the corporate level, but such reviews 
may not be formalized. By formalizing 
and documenting these processes 
and related controls, retailers may be 
able to rely on them as effective key 
controls.

Second, many CLCs are monitoring 
controls, and these can be difficult to 
test and determine whether or not they 
are operating effectively. Extra care 
must be provided to ensure that these 
controls satisfy the relevant financial 
statement assertions related to the 
significant accounts.

Finally, even after a company identifies 
CLCs and other higher-level controls 
that are operating effectively, location-
level controls cannot be ignored.  In 
the area of inventory, for instance, 
the reconciliation between perpetual 
inventory records and inventory 
balances per the general ledger is 
typically performed at the corporate 
level and acts as a key control.  
However, reliance on this control would 
not necessarily remove the obligation 
to test key controls that exist at the 
location level (i.e., inventory count 
observation). 

When evaluating controls, companies 
should seek to “harmonize” their 
approach in identifying the best mix 
of key controls to most effectively and 
efficiently provide adequate comfort 
on the significant accounts and related 
financial statement assertions. In 
some cases, the right controls may be 
lower-level controls; in other cases, 
they may be higher-level controls. 
The key is ensuring that the company 
has documented evidence that all 
control objectives are being met and 
all applicable financial statement 
assertions have been satisfied.  

Companies may find the 
following steps useful for 
identifying potential CLCs and 
other higher-level controls that 
could potentially replace or 
reduce the number of lower-
level controls to be relied upon:

1. Identify reports, budgets and 
detailed analytics that are 
reviewed at the corporate 
level on a regular basis.

2. Pinpoint relevant departments 
and people, and meet with 
them to determine key 
processes and controls. 
Some companies may 
conduct this step internally 
while others may choose 
to seek outside help from 
external parties.

3. Gather documentation 
prepared by process owners 
in year one and identify areas 
where deficiencies were 
found around lower-level 
controls.  Determine whether 
more efficient and effective 
higher-level controls exist 
that can be tested and relied 
upon.

4. Assess which reports/
analytics/monitoring 
processes may act as a CLC 
or other higher-level control in 
place of a lower-level control. 

5. Map controls to identified 
significant financial statement 
accounts, and determine 
whether the applicable 
financial statement assertions 
are satisfied.
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Redesigning and 
streamlining testing 
processes

Once R&C companies have 
completed their re-scoping 
exercises and identified the 
appropriate key controls, they 
will likely find that they have 
significantly reduced the number  
of controls they will need to test. 

By tending toward more automated 
and higher-level controls, the nature 
of the testing will change—and 
in many cases will be easier to 
accomplish. Companies are 
enjoying the luxury, in year two, of 
spreading the testing of controls 
throughout the year, making the 
testing process less laborious. This 
has allowed them to reduce the 
number of resources needed to do 
the testing, and also identify and 
address problems early on.

To further streamline the testing 
processes, many companies are 
adopting the four strategies outlined 
below to schedule and conduct 
testing strategically throughout the 
year and allow time for remediation 
efforts. These strategies are:

• Leveraging internal testing 
by working more closely with 
external auditors, increasing  
the auditor’s ability to rely  
upon management’s testing  
in their audits

• Prioritizing testing of controls 
using a risk-based approach  
as well as strategically  
scheduled testing

• Aligning §302 and §404 docu-
mentation and testing efforts 

• Standardizing testing plans  
and templates
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By coordinating and communicating 
early and often with their external 
auditor, R&C companies can adopt a 
testing process aligned with external 
auditor guidelines and, as a result, 
enable the external auditor to leverage 
the results of management’s testing 
to the fullest extent possible in their 
audits. 

In year one, there were many situations 
where management’s testing was 
performed so late in the year that it was 
not practical for the external auditors 
to obtain and rely on the results of that 
work.  However, in year two and going 
forward, companies should have more 
time to complete their work, allowing 
their auditors time to assess and rely 
on the results of management’s testing.  
In order to leverage management’s 
testing, the auditor must be assured 
that this testing is performed by 
competent and objective personnel 
(ideally, a highly competent and 
objective internal audit (IA) function 
or third party such as another major 
accounting firm), and must assess 
the quality and effectiveness of the 
work performed, and the nature of 
the controls subject to the testing.  In 
addition, there are certain areas where 
the external auditor is prohibited 
from using the work of others such 
as performing walkthroughs and 
assessing the control environment.  In 
these cases, the external auditor must 
gain all evidence from independent 
testing.

R&C companies are taking several 
approaches to fulfilling the testing 
requirement. Some R&C companies 
utilize IA to conduct testing, while 
others we’ve observed utilize a core 
compliance team to conduct the initial 
testing, with subsequent review by 
IA and/or other key management.  
We have also seen some companies 
cost-effectively employ peer testing 
between departments for lower 
risk areas. Generally speaking, the 
external auditors will likely be able to 
place higher reliance on peer testing 
conducted by another department 
than on controls testing performed 
by someone within the department 
in which the control resides. On a 
different note, certain areas such as 
income taxes and IT, for example, 
may necessitate particular expertise 
that may not be available within the 
company’s existing structure.  In these 
instances, companies are encouraged 
to seek additional outside assistance.

R&C companies that plan and conduct 
their testing in such a way that can 
be highly leveraged by their external 
auditor can see significant benefits. 
We know of one retailer that has 
communicated particularly well with 
its external auditor in year two, and 
is being able to increase efficiencies 
by 30 percent—simply because the 
external auditor is able to rely more 
heavily on internal testing. 

Leveraging internal testing
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By taking a risk-based approach in 
determining the nature, timing and 
extent of testing, R&C companies can 
identify and address problem areas 
early on. Controls can be prioritized 
based on materiality and risk, and a 
variable testing method can then be 
applied that alters testing rigor based 
on risk.  For instance, observation and 
inquiry may be most appropriately 
applied to lower risk areas. On the 
other hand, control areas that are 
more complex, pervasive and/or non-
routine would require more persuasive 
evidence and a higher degree of testing 
rigor.  Testing approaches should be 
tailored for each significant account 
or disclosure and the related controls 
based on qualitative factors including 
the following: 

• Inherent risk

• Complexity or pervasiveness

• Effectiveness of CLCs

• History of misstatements due to error, 
fraud or control deficiencies, and

• Previous or existing control 
deficiencies

Some R&C companies we’ve observed 
are testing high- and medium-risk 
key controls earlier in the year to take 
care of areas that would most likely 

lead to a material weakness. They are 
then scheduling testing of low-risk key 
controls toward the end of the year, 
at which time they will also update 
the testing on the high- and medium-
risk controls tested earlier in the year. 
This allows the company not only to 
spread testing throughout the year, but 
also allows flexibility to change testing 
methods if needed. 

One consumer packaged goods 
company we observed is prioritizing 
controls based on risk and importance 
factors into three categories: high 
priority controls, regular controls and 
lower priority controls. Business units 
are testing the top two tiers at each 
quarter, so by the end of the third 
quarter, almost all of the high priority 
and regular controls will have been 
tested. Lower priority controls are then 
tested in the third and fourth quarters 
and the high priority and regular 
controls updated. While management 
at each business unit is responsible 
for testing controls, IA monitors and 
evaluates management’s testing. 
By taking this strategic risk-based 
approach, the company has been able 
to mitigate risk and utilize resources 
more effectively.

Prioritizing the testing of controls 

Many companies are coordinating 
their quarterly §302 and annual §404 
documentation and testing efforts 
in year two to gain efficiencies in 
meeting both of these Sarbanes-Oxley 
compliance requirements. By properly 
aligning §302 and §404 efforts, R&C 
companies can identify potential 
changes and issues early on so they 
can be addressed in a timely manner. 
Maintaining a focus on processes 
and related changes on a quarterly 
basis also enables companies to spot 
business opportunities along the way. 

We have seen several strategies 
employed in the quarterly §302 
certification process that are helping 
R&C companies benefit from an overall 
§404 perspective as well.  The ability 
to spread testing throughout the year 

has been a significant benefit realized 
in year two, supporting both §302 and 
§404 requirements.  The quarterly focus 
on change has also allowed companies 
to identify potential issues early enough 
in the year so that they have time to 
ensure the proper remediation and 
implementation of new controls to 
avoid a deficiency at year-end.

One consumer products company 
we observed is testing controls 
division-by-division throughout the 
year at different period ends.  At 
quarter-end, business unit leaders 
pinpoint areas that have changed 
in the control environment from the 
previous quarter or areas in which 
they anticipate change, and document 
and communicate their assessment to 
management in a signed representation 

Aligning §302 and §404 documentation and testing efforts
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letter that is prepared in a standardized 
format.  The representation letter refers 
to specific risk areas identified and 
is modified when necessary as new 
‘hot topics’ and problem areas are 
identified.  Another R&C company has 
taken this concept a step further by 
compiling representation letter findings 
into management presentations that 
are rolled forward and discussed 
monthly, monitoring both action and 
outcome of previous findings.

The area of vendor promotional 
monies provides an example of how 
one large retailer has benefited from 
activities requiring its divisions to do 
quarterly certifications.  Since this 
company experienced a problem in 
this area in year one, the company 
has included in the quarterly division 
certifications, a required sign-off related 
to vendor promotional monies from the 

merchandising organization—ensuring 
enhanced awareness of the issue, as 
well as more effective monitoring. 

Another large retailer has employed 
similar strategies to those discussed 
above in conducting priority testing 
throughout the year and putting in 
place a change management process 
allowing them to identify significant 
changes at the quarters to meet §302 
requirements. In this organization, the 
vice president of financial compliance 
owns both the §302 and §404 
processes and administers certification. 
This alignment has allowed the 
company to gain significant efficiencies 
in year two, allowing them to reduce 
the testing staff from 53 in year one, to 
fewer than 10 this year.

With standardized processes in 
place, R&C companies will be better 
positioned for success in their 
compliance efforts. Use of standard 
testing plans and templates can help 
provide a clear process for reporting 
best practices, identifying and acting 
upon issues that need to be resolved, 
and communicating results through 
the appropriate channels.  It can also 
help to reduce and streamline the 
amount of documentation, which was a 
significant cost factor in year one. The 
Sarbanes-Oxley compliance team is 
positioned to identify standard controls 
throughout the organization and then 
develop standardized testing plans and 
templates, ensuring consistency and 
compliance organization-wide.  

Examples might include test plans 
over procurement approvals for 
areas such as purchasing and vendor 
allowances.  The test plan would 
define standards for determining the 
extent of documentation required for 
proper authorization and approvals—
with the documentation provided 
on standardized requisition forms, 
debit memos, and third party vendor 
confirmations.  Another example 
might be designing standardized 
testing plans around reconciliations 
for areas such as cash, accounts 
receivable, and accounts payable, with 
the reconciliations performed utilizing 
standard reconciliation templates 
across the organization.

Standardizing testing plans and templates
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Closing Thoughts
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Year two does not have to be a repeat 
of year one. R&C companies have 
the opportunity now to apply lessons 
learned and improve upon their 
Sarbanes-Oxley compliance processes 
with heightened awareness, ability and 
confidence.

Building a sustainable Sarbanes-Oxley 
compliance program requires that R&C 
companies integrate compliance into 
their daily business practices. A “well-
oiled” organizational structure that 
features clear lines of communication—
backed by a commitment from the 
top—helps to ensure that ownership for 
compliance starts with process owners 
and filters throughout the organization. 
By taking a strategic, and well-
planned and documented approach 
to compliance, R&C companies can 
gain efficiencies and reduce the 
number of controls to be tested. Using 
a risk-based approach, companies 
can identify whether they are relying 
on the right controls by mapping 

key controls to financial statement 
assertions related to the significant 
financial statement accounts, using 
standardization strategies, and 
exploring higher-level or different types 
of controls within the organization. 
Companies can also streamline 
compliance efforts by working 
smarter when it comes to testing—by 
employing risk-based prioritization to 
vary the nature, timing and extent of 
testing, and communicating with their 
external auditors to better coordinate 
testing plans and strategies so that 
their auditors can rely upon as much of 
their internal work as possible.

By communicating timely and 
consistently within the organization and 
with the company’s external auditors, 
R&C companies will be able to pinpoint 
problems sooner and identify areas 
where processes can be streamlined, 
as well as avoid surprises at the 
eleventh hour. The end result is likely to 
be savings in both time and cost.



Leading Strategies*20

During the first year of Sarbanes-
Oxley compliance, we identified 
approximately 50 R&C companies 
that received adverse opinions 
resulting from over 150 reported 
material weaknesses related to 
activities varying from the application 
of generally accepted accounting 
principles (GAAP) to staffing issues, as 
well as a host of deficiencies.   
This appendix provides a look back 
at some of the common deficiencies 
addressed by R&C companies in 
year one as well as opportunities for 
improvement year two and going 
forward. 

Appendices 
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Appendix 1: Year-one deficiencies and opportunities

Table: Common R&C Company Deficiencies and Opportunities

Process/Area Issue/Opportunity

Operations

• Cash and other 
reconciliations

• Strengthen documentation around review process and timely resolution and disposition of 
reconciling items.  Standardize reconciliation formats throughout the organization.

• Vendor allowances and trade 
promotions

• Strengthen authorization, input and monitoring controls around vendor and customer 
promotional programs, specifically focusing on monitoring of completeness of promotional 
programs recorded in the financial statements and further strengthening critical estimates 
associated with judgmental programs.

• Accounts receivable • Strengthen controls surrounding tracking and estimating customer returns and deductions.  
Improve processes for monitoring compliance with revenue recognition guidance, including 
shipping and carrier arrangements such as FOB terms and carrier insurance programs and 
obligations.

• Accounts payable • Strengthen systematic and review controls over goods received not invoiced and aged 
payables balances.

• Marketing and sales • Strengthen monitoring of marketing and sales liability estimates on a timely basis throughout 
the year.  Improve communications between finance and marketing functions to ensure 
completeness and accuracy of estimates.

• Store operations • Strengthen and formalize documentation around monitoring controls over key metrics of store 
results including cash management, sales, and inventory.

• Distribution process, loss 
prevention, and shrink

• Evaluate and strengthen monitoring controls and analytics around these areas to identify 
potential key controls and cost saving opportunities.

• Derivatives • Improve documentation around hedging activities such as commodity and foreign currency 
financial instruments.  Strengthen controls over calculations and monitoring the effectiveness 
of financial instruments.

• Segregation of duties • Strengthen processes around granting access to financially significant applications to ensure 
the appropriate systematic segregation of duties exist.  Improve monitoring controls over 
period access reviews for key systems with dual ownership by end users and IT.

Accounting & Tax

• Leases • Strengthen controls over accounting and reporting policies and procedures regarding leases, 
including enhanced communication and documentation between store and operating unit 
management and centralized accounting functions.

• Sales contracts (revenue 
recognition)

• Strengthen controls over revenue recognition, particularly related to non-standard sales 
contracts -- including contract review, authorization controls, communication, and accounting 
policies and procedures.

• Inventory reserves • Improve evaluation and controls over valuation reserve estimates compared to actual losses 
and write-offs, and incorporating trends into future estimates to improve valuation of key 
accounts.

• Sales cut-off • Strengthen company level controls and analytical procedures at key sales cut-off dates 
throughout the year.  Improve processes for monitoring compliance with revenue recognition 
guidance, including shipping and carrier arrangements such as FOB terms and carrier 
insurance programs and obligations.

• Customer returns and 
exchanges

• Improve monitoring and key analytics around customer returns and deductions to provide 
adequate data for management estimates.

• Income taxes • Strengthen communications between tax and accounting functions within organizations to 
ensure completeness and accuracy of external reporting.  Improve controls over determining 
and recording state income taxes, including unclaimed property and sales tax estimates.

• Period-end close, 
consolidation and reporting

• Strengthen controls over journal entries, intercompany account reconciliations, recording 
the impact of foreign currency fluctuations, and assessing the potential impairment of joint 
ventures and other equity investments.
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Process/Area Issue/Opportunity

Mergers & Acquisitions In tandem with post-merger/acquisition integration, companies can enhance the control 
environment and efficiently prepare for related Sarbanes-Oxley compliance requirements by:
• Assessing new company controls
• Incorporating new company controls into existing infrastructure and processes
• Establishing additional controls at the new company

Other Pervasive  
COSO Areas

The other pervasive COSO areas and company level controls will be under greater scrutiny this 
year and going forward; therefore companies should focus more effort on adequately satisfying 
the compliance requirement for these and other similar pervasive COSO areas:

• Background checks • Complete background checks for key financial personnel on a timely basis.

• Risk assessments • Conduct thoughtful and realistic risk assessments, including business risks and specifically 
the risk of fraud in external reported results.

• Communicating policies  
(e.g. fraud, company policies, 
etc.)

• Automate processes around communicating company policies with employees and receiving 
employee acknowledgements (example: online employee acknowledgement of company 
policies significantly reduces paperwork and streamlines testing).  Strengthen controls over 
monitoring of the effective application of company policies related to the application of GAAP.

• Application of GAAP  • Strengthen documentation of the application of GAAP in the financial statements, specifically 
related to new accounting pronouncements and complex accounting standards such as 
derivatives, segments, stock options and variable interest entities.

Information Technology (IT)

• System access/security • Formalize and strengthen processes and controls around management of system access and 
security changes.  Retain and appropriately train personnel in order to establish an effective 
compliance function within IT.

• Automated application 
controls

• Ensure that automated application controls are appropriately configured to address key 
control objectives.  Communicate to ensure automated application controls are being properly 
leveraged for Sarbanes-Oxley compliance purposes. Replace existing manual controls with 
more automated controls where possible.

• Program change controls • Ensure that formal user acceptance testing is performed for system changes, particularly 
when making changes to automated accounting procedures and related codes and 
calculations.  Ensure that key controls are documented and evaluated in a timely manner as 
system changes occur.

• Multiple/non-integrated 
systems

• Integrate systems and automate controls where feasible.  Proactively communicate and plan 
for system changes occurring in stages over time and resulting control changes.

• Integration of IT-related §404 
work with overall §404 work 

• Appoint an IT compliance leader to coordinate closely with the overall Sarbanes-Oxley 
compliance team to ensure IT compliance work is integrated with the overall Sarbanes-Oxley 
compliance efforts.  Develop an IT compliance plan in tandem with the overall Sarbanes-
Oxley compliance plan.
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For many R&C companies, information 
technology (IT) proved to be an 
area fraught with deficiencies and 
inefficiencies that resulted in higher 
compliance costs in year one.  IT is 
also an area where we are seeing 
significant opportunities to streamline 
Sarbanes-Oxley compliance and 

improve business processes.  Because 
of the pervasive nature of IT, we have 
chosen to highlight some of these 
opportunities as well as some of the 
attributing factors and deficiencies 
found during the first year of Sarbanes-
Oxley compliance within the R&C 
sector.

Appendix 2: 
Spotlight on IT

ITGCs often contribute to the 
achievement of many or all financial 
statement assertions. This is because 
effective ITGCs ensure the continued 
effective operation of application 
controls and automated accounting 
procedures that depend on computer 
processes. ITGCs are also important 
when system-generated data and 
reports are relied upon for use in key 
manual controls or in the generation 
of manual journal entries. If reliance 
on automated application controls, 
automated accounting procedures, or 
controls that depend on application-
generated information is planned, 
validation of relevant ITGCs is required.

To ensure that management’s 
evaluation of ITGCs includes only key 
systems relied upon as part of a key 
control, we recommend documenting a 
clear link between key ITGCs and:

• key automated application controls 
and interfaces,

• key automated accounting 
procedures, and

• system-generated data and reports 
used in key manual controls or in the 
generation of manual journal entries.

Linkage between IT systems and key controls 

Information technology general controls

Information technology general controls 
(ITGCs) are pervasive controls that 
impact reliance on automated system 
controls, which in turn impact the 
nature and number of key controls that 
will ultimately be tested and relied upon 
by external auditors.  In addition to the 
general techniques described earlier 
in this white paper that can be used 
to streamline the testing process for 
ITGCs, several other strategies exist 

to further streamline the compliance 
process. These include:

• Documenting the linkage between IT 
systems and key controls 

• “Baselining” or using benchmarking 
strategies for testing automated 
controls

• Leveraging program development 
control activities for new system 
implementations    
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Baselining

Recent guidance from the PCAOB/SEC 
indicate that R&C companies with 
strong well-documented ITGCs will be 
well-positioned to take advantage of 
a baselining or benchmarking strategy 
in order to reduce the extent to which 
automated controls and key reports 
need to be tested every year.  Unlike 
manual controls which are subject to 
human failure, automated application 
controls will continue to perform a 
given control (for example, aging 
of accounts receivable, extending 
prices on invoices, performing edit 
checks) in exactly the same manner 
until the program is changed.  This 
characteristic can, in some situations, 
allow the company’s external auditors 

to conclude on the effectiveness of the 
automated application control without 
repeating last year’s specific tests of 
the operation of the control.   Based 
on the recent guidance, we encourage 
the development of baseline tracking 
schedules that can be used year-
over-year to track the status of key 
automated controls and key reports.  
IT personnel should work closely with 
overall Sarbanes-Oxley compliance 
leaders to ensure key information 
systems are well understood and 
documented, and to assist in 
developing reporting schedules that 
track changes to key automated 
controls and reports.

Remediating IT deficiencies is not 
always an easy fix.  “Doing it right” 
often requires that investments be 
made—both in terms of systems 
and resources.  Most companies 
we observed in year one had a 
high number of deficiencies related 
to ITGCs, with some of the more 
significant findings centering around 
system and data access and program 
change controls.  Oftentimes, IT 
departments were stretched thin, 
lacking the proper resources—both 
in numbers and experience—to 
effectively manage and control these 
areas.  Remediation around system 
access often requires companies to 
revise policies, processes and related 
controls, and add compliance-focused 
personnel—something R&C companies 
have historically been reluctant to 

do.  The heightened awareness from 
Sarbanes-Oxley and media attention 
surrounding customer data security 
issues is causing R&C companies 
to rethink their IT staffing decisions.  
Some retailers are responding to 
consumer concerns about privacy and 
the security of sensitive information 
(such as credit card numbers) by 
creating security and compliance roles 
within IT, encompassing Sarbanes-
Oxley compliance but with an even 
broader focus on other compliance 
areas such as credit card company 
security and privacy regulations, and 
state-based privacy laws.

Due to time and resource constraints, 
many companies were forced to 
utilize a “band-aid” approach to 
remediation in year one in order to 

Remediating deficiencies

Leveraging program development

Program development controls are 
relevant where significant development, 
implementation, or conversion activities 
exist or are anticipated.  Due to the 
nature of these activities, timely testing 
of program development controls 
is required.   We encourage close 
monitoring of current and anticipated 
program development activities such 
that risk assessments are performed 
for all major changes and appropriate 

validation procedures are performed 
for significant system changes.  We 
also recommend updating key control 
documentation and testing key controls 
as part of the implementation process 
for changes to key financial systems.   
Doing so will streamline the process of 
identifying and remediating deficiencies 
while also assisting the establishment 
of baselines for any newly established 
(or modified) key controls. 
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attain timely compliance.  Optimal 
remediation can involve system 
upgrades, new implementations and 
integration projects that can be costly, 
demanding extensive planning and 
often extending over several years.  In 
addition, knowledge and specialized 
skill sets are commonly required for 
these projects that may not be readily 
available in-house.  Addressing IT 
remediation in this fashion requires 
a measured approach and effective 
communication between IT and the 
Sarbanes-Oxley compliance team.  
New technology changes implemented 
in 18-24 months may allow current 
“band-aid” controls to be replaced 
with more effective automated controls 
that will yield further improvements 
and reductions in compliance cost. 
Because changes will happen over 
time, and most likely in stages, 
companies need to plan and coordinate 
accordingly.  

For one retailer we observed, doing it 
right has meant investing two years 
and $3 million.  On the other hand, 
we are also seeing opportunities 
for R&C companies to benefit 
immediately from “low hanging fruit” 
— ideas often overlooked during 
year one due to the frantic pace in 
which many companies were forced 
to work in order to meet compliance 
deadlines.  One example relates to 
companies that primarily relied upon 
and tested manual system application 
controls in year one because the 
compliance team was unaware of 
configurable controls available within 
their Enterprise Resource Planning 
(ERP) system that were in operation.  
Good communication between the IT 
department, accounting and finance, 
and the Sarbanes-Oxley compliance 
team can ensure that opportunities 
such as these do not go unnoticed.

Several factors contributed to the IT 
issues R&C companies struggled with 
in year one. Many R&C companies 
depend on key legacy technology 
systems that are often less than “state 
of the art” from an internal controls 
point of view. Although retailers, in 
particular, rely heavily on IT due to 
high transaction volumes and multiple 
store locations, some have not made 
the financial investment required to 
upgrade or replace older systems. 

Compounding this problem, R&C 
companies often use multiple systems 
that are not integrated. Because 
consumer products manufacturers 
and retailers commonly utilize 
acquisition strategies for growth, 
they are frequently faced with the 
expensive challenge of integrating 
acquired-entity systems into a unified 
corporate IT infrastructure. In some 
cases, the prevailing company opts 
to leave existing technology in place, 
or integrate only portions of the 
systems to cover basic functions. 
Consequences of these choices can 

include spotty IT controls at individual 
sites and disparate, disjointed 
information systems between business 
units.

In contending with a myriad of 
unsynchronized systems, R&C 
companies often found themselves 
relying on less reliable manual 
controls, which are more likely to 
lead to deficiencies and are less 
efficient to test.  The disjointed, 
decentralized nature of R&C IT 
systems also impacted the volume 
of testing conducted around IT 
controls in year one. Rather than 
conducting a single round of testing 
at a centralized location, companies 
found themselves testing similar IT 
controls in multiple locations such 
as stores and distribution centers. In 
addition, many companies did not 
integrate the Sarbanes-Oxley §404 
compliance work conducted in the IT 
area with the work performed in other 
areas, resulting in documentation, 
controls and testing redundancies and 
inconsistencies—and higher costs.

Contributing factors
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Remediating IT deficiencies has not 
been a quick and painless exercise for 
most R&C companies.  Remediating 
deficiencies in an optimal manner takes 
an investment of time and money, often 
requiring new system implementations 
and upgrades, new personnel and 
revised policies, procedures, processes 
and related controls.  In order for 
R&C companies to build compliance-
oriented IT departments that enable 
efficient and effective Sarbanes-Oxley 
compliance, they must invest in the 
right resources to properly manage the 
compliance process and compliance 
areas such as access security and 
ongoing system changes.  Some larger 
companies may be able to implement 
a separate compliance team within the 
IT department, led by a dedicated IT 
compliance officer who also acts as 
the Sarbanes-Oxley compliance leader.  
IT compliance needs often extend 
beyond the scope of Sarbanes-Oxley 
compliance (i.e., credit card security, 
HIPAA, state regulations, etc.), further 
warranting this dedicated focus.  
However structured, it is important 
that IT departments have a designated 
Sarbanes-Oxley compliance leader to 
coordinate with the overall Sarbanes-
Oxley compliance team.

In addition to a strong team, planning 
and integration are key elements 
of success.  As part of the overall 
Sarbanes-Oxley compliance planning 
efforts, an IT-specific compliance plan 

should be developed.  Setting realistic 
budgets and timeframes will help to 
ensure discipline, follow-through, and 
ultimately, success.  Plans should be 
implemented with close coordination 
and communication between the 
IT department and Sarbanes-Oxley 
compliance office.  This will require the 
company’s Sarbanes-Oxley compliance 
leader and IT compliance leader to 
have frequent and ongoing dialog 
regarding upcoming changes so that 
proper planning can take place and 
issues can be identified and addressed 
in a timely manner.

There is also significant opportunity 
for R&C companies to take advantage 
of automated controls that are already 
in place, or to replace existing manual 
controls with more automated controls 
are generally more reliable and easy to 
test.

Opportunities for strengthening, 
standardizing and streamlining controls 
exist throughout R&C organizations.  
IT is no exception.  By making sure 
IT is an integrated part of the overall 
Sarbanes-Oxley compliance plan and 
making the necessary investments, 
companies can strengthen their ITGCs 
and other IT controls, which will 
result in a more effective and efficient 
Sarbanes-Oxley compliance process 
and lower related costs.

In summary
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