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Drivers for change

« Increasing stakeholder expectations

* Increasing attention from the audit committee, the board and regulators to achieve
best practice on governance and control environments

* Reduce volatility while improving efficiency; predict and communicate, reduce
“controllable” surprises
« Reduce confusion and cost from complexity

» Goal to reduce complexity from multiple systems, processes, locations, regulatory
requirements, market and product complexity

* Fix known control deficiencies, controls breakdowns or financial statement errors or
restatements

* Need to embed ongoing controls compliance processes into business as usual

« Maintaining performance during significant change
« Changes in existing and future regulatory requirements

* Need to remain competitive through periods of significant growth and significant
structural change (e.g. cost reduction, moving to shared services, expanding into new
markets, customer facing initiatives, etc.)
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Banks are becoming increasingly complex but are seeking to
reduce this complexity by simplifying their controls structure

7 2% don’t know the cost of operating their controls

65% believe the number of key controls is excessive

55% use spreadsheets excessively

Source: Global PwC Survey on Internal Control Optimization.
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Your peers have identified the following challenges:

« With an increased focus on risk management and compliance, front-line staff
are spending an increasingly high amount of time in non-customer facing
activities.

« A “one size fits all” approach may result in a misalignment between the
cost of risk mitigation and the targeted risk profile.

- The broad array of control mechanisms adds to the complexity of
iImplementing and actioning required risk mitigation activities.
Sometimes more is not better.

« Misalignment of incentives and performance management with risk
appetite leads to confusion by those required to action risk management
principles.

« How is the customer experience affected by the increased demands and
requirements of risk management? The employee experience?
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Approach




Establishing the right balance between compliance, efficiency
and business objectives is critical

Business
objectives

« Internal controls optimization
requires an organization to
balance its business objectives
with establishing an appropriate
control framework in an efficient
environment

« An optimized internal control
framework should reflect a
company’s objectives and risk
appetite and establish effective

Compliance & Efficiency and efficient internal controls at

control the right cost for the

organization
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Controls optimization - the right controls at the right cost

Controls optimization is our response to the needs of businesses to have the
right controls at the right cost.

The right controls are those that mitigate risk to the business in an efficient
and cost effective way, and are supported by a consistent and embedded
culture of controls awareness and sustainable monitoring.

Optimized controls can support better operational and back office functions,
help to manage complexity and achieve effective governance, regulation and
compliance.

Controls optimization is a process of continuous improvement. It is built
around a proven risk based approach to internal control.
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Controls optimization continuum

 Where are you now in the controls continuum?

 Where do you want to be? Is it the same throughout your
organization?

Unreliable Informal Standardized

Unpredictable Control Control
environment activities are activities are
where control designed and designed, in
activities are not in place but are place,

designed or not in not adequately Jgconsistently

place documented applied and
are adequately

documented
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Controls optimization cycle

< controls
ous im 0

Towards
Controls
Optimisation
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Controls optimization is a natural extension of the emerging best
practices in integrating governance, risk and compliance

» Board level commitment to GRC - Ability to capture, edit, update and
« Centrally defined risk appetite, risk standardize hierarchies

definitions, compliance taxonomy and « Definition of standard building block
control structures components

- Timely identification and response of new « Simplified and standardized processes
or emerging requirements « Front to back view of controls
* Application of data governance and data . Standardized role based reporting
management strategies » Standardized methods
« Centrally developed policies, standards Internal best i
and guidelines : est practices
 Standardized reporting and Ml

« Cross product views of data, processes
and controls

Strategy
and
governance

Process

People Tools
People and organization and and Tools and technology
organization technology

« Central oversight supporting regional unit
deployment

» Centers of excellence for identifying,
testing, risk assessment, regulations, rules

- Real time controls with real time
metrics

- Organizational knowledge bases and
taxonomies developed

and policies - - Use of workflow and document
« Unambiguous accountability and role management technologies
cIar!ty. _ _ - Lever technology through common
» Optimization of resource allocations tools tied to standard processes
across GRC o « Multidimensional reporting capabilities
» Organizational training and development « Archive, query and audit trail
supporting GRC capabilities

« Dashboards
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Our experience shows that significant business benefits can be
achieved by optimizing the system of operational controls:

 Reduce costs by eliminating duplicate and » Leverage technology enhancements to

ineffective controls. A large Canadian bank
saved over $2 million annually in printing
and distribution cost of branch reports
through a combination of elimination,
automation, redesign and consolidation.

Free up front-line staff by rationalizing and
re-aligning control activities between front-
line and back office support groups.

Reduce exposure by improving risk and
controls awareness, communications
processes, and roles and responsibility
clarity.

Continuously improve the effectiveness
and reduce the costs of controls through on-
going monitoring and process “health
checks”.
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embed preventative controls and integrate
reporting requirements.

Reduce errors that increase risk and
negatively impact the customer experience
through improved reporting, and an
automated control framework that provides
management with the information required
to identify potential risk areas, addresses
risk behaviours and prevents errors from
reoccurring.

Simplify compliance by leveraging common
policies, information, tools and processes to
address multiple requirements.
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Case studies




Effective (and ineffective) control optimization that we have seen

AML / KYC
Credit adjudication
Finance back office

New controls
framework

5. Full business
transformation

A
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A major bank had implemented the core of a robust customer
Information facility

The customer information facility had the ability, across the retail bank, to:
* identify a single customer across various product groups
e accumulate balances and transactions

The project came to a crossroads. A significant investment had been made, and the project had achieved many
of its objectives; further investment was deferred.

When the AML legislation was passed, the bank looked at their alternatives:
» the low-cost option was to tactically integrate data and manually populate required forms.

* a higher cost option involved extending the architecture of the original solution to include data capture at the
front line.

What would you do?

The bank chose the low cost option, and did not build an integrated solution. A whole new series of processes
and ensuing controls were layered onto the organization.

The new processes were not efficient. They had a damaging impact on both the customer and employee
experience. This did not achieve their public strategy of better meeting customer needs.

Outcome: Erosion in customer experience, frustration in the front line, and less accurate data available for
analysis. Risk level likely increased.

Message: Due to a focus on cost reduction, business process efficiency declined; business objectives were
not met and quality of controls declined.
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Credit adjudication — commercial lending

A large Canadian bank was re-engineering its commercial credit processes to dramatically
increase sales volumes by changing the role of the customer facing staff to create more time for
customer interactions, and less time performing back office tasks. For example, due diligence and
inputting quarterly financials and the annual review process.

Key steps:
» Define risk tolerance

» Effective process design, with differentiated designs by segments and risk levels, both in
clients and products; upfront data entry controls

« Clear, consistent authorities and lending limits by role

« Automated scoring and adjudication recommendations (within predefined limits and credit
ratings)

Outcome: As a result of the clear definition of risks and the design of simple efficient processes to
capture the data, productivity improved, sales increased, and the credit cycle time decreased.
Customer facing staff increased their time to work with clients by 25%. An unanticipated benefit
was the improvement in employee morale, who now felt more empowered and in control of a
straightforward process. They weren’t battling “the system” anymore.

Message: Achieved business objectives of growing sales; improved efficiency and improved
controls.
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Finance back office

At another Canadian bank, specifically in the finance function, both finance and the business were
interested in changing the role of the Finance department to be a true strategic advisor.

Key steps:

* New reporting and analysis tools to streamline analytics

« Standardized automated exception reporting to improve data quality

« Common financial language and single definition of common metrics

» Evaluating skills and redeploying resources
Outcome: By reducing the low-value add activities of downloading data to Microsoft Excel,
reformatting to meet the business need, reconciling to the GL and the official book of record, the
finance function was able to reduce effort and resources, while speeding up the time it took to
generate accurate financial reports. This created an environment where Finance had the time to

truly analyze the results to focus on business issues, and to play a major role in the strategic
planning process. In short, they became a trusted business advisor.

Message: Define the analytical requirements, engineer effective control points and invest in
getting them right, then let the new process generate benefits.
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New controls framework

At a global insurance client, PwC was asked to provide a new integrated controls framework. The
client had 3 objectives:

» Be leading edge — to be the first large insurer with an integrated controls framework

» Develop a truly sustainable solution — to embed the supporting processes into “business as
usual” — not the one-time documentation of a process

* Implement a scalable solution — one that could be easily tailored to their large and small
operations globally
Challenge:
» As a large, successful global organization, there were many control and regulatory
frameworks, each with many successful features, used around the world.

Outcome: Greater confidence in the business information provided around the world — easier to
understand, reliable and consistent.

Message: A fully integrated governance and control framework can truly save money and time.
Designing a new controls framework enables optimization and tradeoff analysis along each of the
dimensions.
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Full business transformation

A large telecom company was undergoing a full business transformation, with dramatic impacts on
simplifying the business — reducing the number of operating units, systems and processes.

Objective:
* The client engaged PwC to embed controls throughout the processes, as the systems and
processes are being designed — not “bolted on” afterwards.

Outcome: Of the controls identified, 75% have been included in the new automated environment,
60% of the control weaknesses have been fully mitigated.

Message: Include controls at the point of design — architect your controls into the business
processes whenever given the opportunity to change the process or technology.
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First steps




Optimization change levers

Reduce cost and remove complexity
 Align controls to key risks
« Shift from manual to automated controls
» Eliminate ineffective workarounds and/or redundant controls
* Improve control over end user applications
» Centralize processes and controls where appropriate

Continuous monitoring and reporting
« Monitor and report on control effectiveness and efficiency

» Measure the cost of controls against the risks being mitigated
« Assess control effectiveness

Build a culture of control
* The tone at the top of the organization sets the risk culture throughout
e Establish a control environment with clear accountabilities

» Raise controls awareness by reporting on controls and their deficiencies
» Link controls and rewards to promote effectiveness
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Potential initiatives to address those change levers

« Review existing controls to assess alignment with strategy and risk tolerance,
efficiency and effectiveness in mitigating risk, and possible duplication and overlap.

« Reduce “non-customer-facing” time by simplifying and streamlining control
mechanisms, improving automated preventative controls and reviewing front and
back office roles and accountabilities.

« Reinforce a common understanding of risk philosophy and tolerance across the
organization by aligning communication messages, reward, incentive and
performance management systems, and training requirements.

 Introduce a management control framework to ensure local management have the
required information to effectively manage risk.
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Diagnostic workshop overview

The workshop is ideally a discussion between PwC and representatives from
your organization’s finance, risk and IT areas. It will focus on completing a self
assessment and benchmarking survey with the following outputs:

e acomparison of your organization’s control attributes to “good practice”, as
defined by our global experience in internal controls and your organization’s
priority to improve.

* a'heat map gap analysis' between the “as-is” and “desired-state” for your
organization’s various controls attributes.

 the ability to benchmark your organization’s results at a later date with other
anonymous responses from peers, both locally and overseas.
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Controls Maturity - Gap Analysis
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Achieve balance:

Business
objectives

e Streamline excessive controls
* Eliminate redundant processes, and

* Leverage new capabilities to achieve
your business objectives

Compliance & Efficiency
control

Enhancing operating performance through controls optimization
PricewaterhouseCoopers LLP Page 26



Questions
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Contacts

r' Tony Pedari
tony.pedari@ca.pwc.com
416 941 8226

Paula Pereira

paula.x.pereira@ca.pwc.com
416 941 8460
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Thank youl.
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